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Note  To view the release notes for previous versions of Cisco Unified Communications Manager, choose the
Cisco Unified Communications Manager version from the following URL:
http://'www.cisco.com/en/US/products/sw/voicesw/ps556/prod_release_notes_list.html

Note  Please review all sections in this document pertaining to installation before you install this Service
Update (SU). Failure to install this SU as described may result in inconsistent Cisco Unified
Communications Manager behavior.

Before you install Cisco Unified Communications Manager, Cisco recommends that you review the
“New to this Release” section on page 3 for information about issues that may affect your system.

Introduction

This 10.5(2)SU6 ReadMe file contains important information about installation procedures and resolved
caveats for Cisco Unified Communications Manager release 10.5(2)SU6. This SU can be applied to Cisco
Unified Communications Manager, Business Edition 6000, Session Management Edition, and Cisco Unity
Connection.
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| System Requirements

System Requirements

A

The following sections comprise the system requirements for this release.

Server Support

In this release, you cannot install or run Cisco Unified Communications Manager on server hardware;
you must run these applications on virtual machines. Please refer to the “Requirements and Limitations”
section of the Upgrade and Migration Guide for Cisco Unified Communications Manager and IM and
Presence Service, Release 10.5(x). for additional details:

https://www.cisco.com/c/en/us/td/docs/voice_ip _comm/cucm/upgrade/10 5 1/cucm_b_upgrade-and-m
igration-guide-105/cucm_b_upgrade-and-migration-guide-105 _chapter 01010.html

Uninterruptible Power Supply

Ensure that you connect each node to an uninterruptible power supply (UPS) to provide backup power
and protect your system.

Caution

Failure to connect the Cisco Unified Communication Manager nodes to a UPS may result in damage to
physical media and require a new installation of Cisco Unified CM.

Version and Description

Note

This SU is a cumulative update that incorporates all of the fixes and changes from Cisco Unified
Communications Manager 10.5(2) through 10.5(2)SUS5 along with additional changes that are specific
to this SU.

You can only install this SU on Cisco Unified Communications Manager Release 6.1(4x), 6.1(5%),
7.1(3%), 7.1(5x), 8.0(x), 8.5(1x), 8.6(x), 9.0(x), 9.1(x), 10.0(1), 10.5(1), 10.5(2), 10.5(2)SU1,
10.5(2)SU2, 10.5(2)SU3x, 10.5(2)SU4x, 10.5(2)SUS, or any 10.5(2)ES from 10.5.2.11001-1 to
10.5.2.16130-1. Upgrades from 6x, 7x, 8.x, and 9.x need to be requested via PUT
(www.cisco.com/upgrade) to obtain the necessary license. This SU should not be installed on a Business
Edition 3000 server.

See the Compatibility Matrix for further details:

http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-call
manager/products-device-support-tables-list.html
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Il New to this Release

New to this Release

The following enhancements were introduced in 10.5(2)SU6:

Mixed Mode requires an Encryption License

This release requires that you have an encryption license installed in order to run Cisco Unified
Communications Manager in mixed mode. For additional details about this change, please refer
to the Upgrades with Mixed Mode Enabled Require an Encryption License chapter of the
Release Notes for Cisco Unified Communications Manager and IM and Presence Service,
Release 11.5(1)SU3 at:

https://www.cisco.com/c/en/us/td/docs/voice ip _comm/cucm/rel notes/11 5 1/SU3/cucm b re
lease-notes-cucm-imp-1151su3.html

OpenJDK Migration

For this release, Cisco has migrated to the Open Java Development Kit (OpenJDK) platform
from Oracle JDK for Cisco Unified Communications Manager programming and application
development.

Important Notes

SUs do not impact system compatibility unless specifically stated.

Cisco provides the following guidance to help you successfully upgrade Cisco Unified Communications
Manager software:

To minimize call-processing interruptions during the upgrade process, register all devices to servers
that are running the same version of Cisco Unified Communications Manager software. Make sure
that you register all devices to the backup Cisco Unified Communications Manager server or to the
primary Cisco Unified Communications Manager server, but not to both the backup and primary
servers.

Warning for Upgrades to 11.0(1)

This SU adds support for future Cisco products. These products are not found in CUCM 11.0(1) as
that version was released prior to development of these products. Upgrades from this SU to any
11.0(1) version will display a database migration failure as these new products are not included in
11.0(1) Customers migrating from this SU should choose 11.5(1)SU2 or higher as their target
upgrade.

Warning for Upgrades to 11.5(1)

This SU adds support for future Cisco products. These products are not found in versions of CUCM
11.5(1) prior to 11.5(1)SU2 as those versions were released prior to development of these products.
Upgrades from this SU to any 11.5(1) version prior to 11.5(1)SU2 will display a database migration
failure as these new products are not included in releases of 11.5(1) prior to 11.5(1)SU2. Customers
migrating from this SU should choose 11.5(1)SU2 or higher as their target upgrade.
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Firmware Upgrade Issues

For all SCCP and SIP firmware upgrades from firmware release versions earlier than 8.3(3) to version
8.5(2)SR1 or greater, you must first upgrade your firmware to version 8.5(2). Once you have upgraded
to version 8.5(2), you can upgrade your IP Phone to version 8.5(2)SR1 or later. Refer to the Firmware
Versions in this Release section of this document to determine the firmware load provided in this SU.

For additional details, Firmware Upgrade Instructions, and Firmware Download locations please see:

SCCp

http://www.cisco.com/en/US/docs/voice ip _comm/cuipph/firmware/8_5 2/english/release/notes/7900
852SR1.html#wp57602

SIP

http://www.cisco.com/en/US/docs/voice ip _comm/cuipph/firmware/8_5 2/english/release/notes/7900
852SR1.html#wpl147343

Related Documentation

To view documentation that supports Cisco Unified CM Release 10.5(x), go to:
http://'www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/docguide/10_5 2/CUCM_BK D6D433CE
_00_CUCM-documentation-guide-1052.html

Before You Begin

Before you upgrade the software version of Cisco Unified Communications Manager, verify your
current software version.

To do that, open Cisco Unified Communications Manager Administration. The following information
displays:

* Cisco Unified Communications Manager Administration System version

Installation Instructions

~

Note

Note

Apply this SU to all of your Cisco Unified Communications Manager servers, beginning with the
publisher server and TFTP server.

Refer to the Upgrade and Migration Guide for Cisco Unified Communications Manager and IM and
Presence Service, Release 10.5(x) for detailed information about doing this upgrade:

https://www.cisco.com/c/en/us/td/docs/voice_ip _comm/cucm/upgrade/10 5 1/cucm_b_upgrade-and-m
igration-guide-105.html

Because the 10.5.2.16900-10 build is a non-bootable ISO, it proves useful only for upgrades. You cannot use
it for new installations. You may however install with the base version 10.5.2.10000-5 and apply
10.5.2.16900-10 as a patch during the installation.
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| Reverting to a Previous Version

Release 10.5(2) is available in both restricted (which is the release type that has always been available from
Cisco) and unrestricted versions of software to comply with import / export restrictions to various coun-
tries. The unrestricted version is available in limited markets. Please refer to the “Export Unrestricted” sec-
tion in the Upgrade Planning chapter, of the Uprade Guide for Cisco Unified Communications Manager,
Release 10.0(1) referenced above for a more detailed description.

A

Caution  For both restricted and unrestricted upgrades from an 8.5(x) or earlier release to a 10.5(x) release, a patch
(COP file) must be applied prior to initiating the upgrade. Before you upgrade from compatible versions
of Unified CUCM, install the COP file named ciscocm.refresh_upgrade v1.5.cop.sgn. Please refer to the
“Refresh Upgrades” section in the Upgrade overview chapter at the Uprade Guide for Cisco Unified
Communications Manager, Release 10.0(1) referenced earlier in this document for detailed installation
instructions and download location.

The file names and hash values you will use for this upgrade are:
e UCSInstall UCOS 10.5.2.16900-10.sgn.iso
The MD5 for the Restricted combined download is: 3768e8ab3b3b64albc6eale189eb82cb
The SHA-512 for the Restricted combined download is:

5b6dc0a7adef5fedcc0653ce7ffae8d4d9740e30bc2674becae3bedbl5f3a4fa90faa67be037f76c9a
5a08d5ab8e83fbbd07b2ad3d12afeb58f67b1165a5cead

>
Note  Once installed, UNRST releases can never be converted or upgraded to releases which support full
encryption capabilities

For the Unrestricted version:
e UCSInstall UCOS_UNRST 10.5.2.16900-10.sgn.iso
The MD5 for the Unrestricted combined download is: 7d55c1a24fa59354a928e94b6246b806
The SHA-512 for the Unestricted combined download is:

21b6687543ccba45ab34ad05885c98ee27f9010b81ef4b1889ef90ab932662597b6113e4520c8118
fbdd21a8721fb4b78eebaf96e667bc56c8411b51f9c1d9fa

Reverting to a Previous Version
N

Note  Revert the SU on all servers in the cluster in the same order in which you performed the installation.

Refer to the “Switch to previous version” section in the Upgrade Tasks chapter at Uprade Guide for
Cisco Unified Communications Manager, Release 10.0(1) for detailed instructions on “Reverting to a
Previous Version.”

http://www.cisco.com/c/en/us/td/docs/voice ip _comm/cucm/upgrade/10_ 0 1/CUCM_BK U4214F9D
_00_upgrade-guide-cucm-100/CUCM_BK U4214F9D 00 upgrade-guide-cucm-100_chapter 0100.ht
ml#CUCM_TP_RD8DD800 00
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Caveats

Caveats describe unexpected behavior on a Cisco Unified Communications server. The following
sections contain lists and descriptions of resolved and open caveats in this release.

Resolved Caveats

Resolved Caveats for Cisco Unified Communications Manager Release 10.5(2)SU6 describes possible
unexpected behaviors in previous Cisco Unified Communications Manager Release 10.5(2) releases.

Resolved Caveats for Cisco Unified Communications Manager Release 10.5(2)SU6

The following information comprises unexpected behavior that is addressed by this SU of Cisco Unified
Communications Manager.

Resolved CUCM Caveats in 10.5(2)SU6

CSCvad7682 :
CSCvc62489 :
CSCvd87648 :
CSCvf82688 :
CSCve97478 :
CSCvc94740 :
CSCvf24628 :
CSCvf36286 :
CSCvf36322 :
CSCuy08778 :
CSCvc51278 :
CSCvcb66562 :
CSCve13796 :
CSCvf49700 :
CSCvb61698 :
CSCvb86795 :
CSCvc03554 :
CSCvc21620 :
CSCvec35120 :
CSCvc83712 :

utils itl reset localkey with error - Error in obtaining ITL file

Warning - No backup device is configured on Publisher after PCD Migration
Openddk 1.7 32 bit Upgrade for ccm

Export control functionality missing in license usage report

Export Compliance Solution for CCM, IM&P and PLM

Evaluation of ciscocm for OpenSSL Jan 2017

Error message thrown immediately after install of PLM

CUCM - OS Updates for Bind, NSS, MySQL, Jasper

CUCM - OS Updates for Sudo, GlibC, Libtiff, Coreutils, GnuTLS, OpenSSH, Bash
TFTP Cores When Large Number of Phones Attempt to Register

DirSync high CPU after LDAP search base is deleted

SCCP TCP handle in use by multiple devices

Cisco Unified Communications Manager Directory Traversal Vulnerability
10.5(2)su6 upgrade rules to prevent install over ineligible ES's

CUCM arbitrary file write in Cisco Unified Reporting

Proxy TFTP Service Crashes after Network Outage

TFTP persistently depletes Max Serving Count under Delay between Client & TFT
Data Retrieval Via Search Manipulation

Platform dependent QED change for adding new Service Modules to ISR4k
Cisco Unified Communications Manager Cross Site Scripting Vulnerability

Resolved Cisco Unity Connection Caveats in 10.5(2)SU6

CSCvf71357 :
CSCvf96449 :
CSCvf08989 :
CSCvi61828 :
CSCvi66394 :
CSCvd67593 :
CSCvd94493 :

Strings not Localized on Web Inbox, Mini Inbox and Mobile Inbox

UC 10.5.2 Licensing related RTMT alerts are not coming in syslog

Development of Export Control feature - To provide functionality to enable/disabl
Users prompted to change PIN/Password when "Credentials Expires After" set as
CUC 10.5.2 Visual Voicemail Self Enrolment not working

Support of Healthcheck CLI

Openddk 1.7.131 32 bit Upgrade for connection
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W Caveats

CSCvc12126 :
CSCvi49452 :

Forwarded Message is lost after mailbox movement
INTRADEYV - US284686 Nuance Vocalizer and Recognizer upgrade

Resolved CUCM Caveats in 10.5(2.16130-1); base ES for 10.5(2)SU6

CSCve08528 :
CSCvc46039 :
CSCva80135 :
CSCvd42284 .
CSCvd78861 :
CSCvc80169 :
CSCvc37554 :
CSCvf16362 :
CSCve27331 :
CSCvd12396 :
CSCvc23572 :
CSCve4d5417 :
CSCvd9o1688 :
CSCuz55210 :
CSCve13786 :
CSCuub1288:
CSCus51633 :
CSCve16870 :
CSCvb32513 :
CSCuz18994 :
CSCveb64910 :
CSCvd13175:
CSCu031473 :
CSCvc91499 :
CSCvb28438 :
CSCve46567 :
CSCvd52056 :
CSCvc01007 :
CSCve33543 :
CSCvd61606 :
CSCvd45794 .
CSCuv93731 :
CSCvd42948 :
CSCvd56342 :
CSCvb98055 :
CSCve08143 :
CSCuo05704 :
CSCvc65519 :
CSCvd53768 :
CSCvc79347 .
CSCvc79337 :
CSCvc74291 :
CSCvc30999 :

Service param "LRG for redirected calls" is overridden for redirected call when
Error parsing XML for 88XX phones

Listchange API does not return for Line ForwardAll destination

ServerDown alert does not work for different network segment nodes

Issue with vendorConfigHelp for Fallback feature configuration and EMCC feature
Upgrade JDK for January 2017 Critical Patch Updates

Secure Calls with Video Enabled Not Showing The Lock Icon with unsecure audio
Out of Virtual Shared Memory during BAT export of line groups.

Cisco Unified Communications Manager Horizontal Privilege Escalation

Phone disconnects call while call is either put on hold or being redirected, lea
Evaluation of ciscocm for NTP November 2016

CCM core due to no response from SIP endpoint to action=restart NOTIFY
IM&P Performance BAD_HTTP_REQUEST issue with oauth login & Decrypt Error
CCM Core due to no response from SIP end point.

Cisco Unified Communications Manager SQL Injection Vulnerability

selinux blocking the logging in of remote account

Calling party pi not applied when "Caller ID For Calls From This Phone"

Add device enablers for Cisco Spark Room Kit 55

PCD Migration will regenerate certificates when migrating to 10.5.2SU3 or 11.x
CTI Manager restart is needed after CallManager cert regeneration

BAT Export of Regions is failing with "cannot open database" error

CUCM core sipSPISendBye

We get a error msg when we Maximize the CDR CMR DUMP window in Chrome
UnSol notify DTMF failure after hold-resume

CCM Core - New mobile registration ip;port does not remove prior one

Min TLS Support for RTMT(Backward Compatibility)

Call Drop when Call Pickup is pressed on 2 phones simultaneously

Unable to select BRI Protocol in 4431 router

No TerminalConnections in a Connection after call is forwarded to same DN with d
CPU Spiking Due To Certificate Change Notification Service

Verint Start Recording/hold/resume/Start Recording causes audio cap 0. Call fai
Multiple Codec Negotiation Causes Call to fail

DST/TZ data upgrade with 2017b

Block upgrades to CUCM 11.0(1) and 11.5(1) releases prior to 11.5(1)su2

QED changes for adding new service module

TFTP Service crash in SME in 10.5

Could not resolve user name with special characters.

CUCMUnable to Transfer Call From UCCX Finesse Application

Access to the requested resource has been denied seen in a scenario
UCMSudo Arbitrary Command Execution Vulnerability

UCMLibgcrypt PRNG Vulnerability

Cisco Unified Communications Manager SQL Injection Vulnerability
CUCMREeflected XSS is possible on vendorConfigHelp.do page
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CSCvc21945 :
CSCvc20679 :
CSCvc12386 :
CSCvc06608 :
CSCvb70033 :
CSCvd67687 :
CSCvd51937 .
CSCvc90657 :
CSCvc74573 :
CSCvb67807 :
CSCvb03393 :
CSCva24658 :
CSCvc99698 :
CSCvc83768 :
CSCvc79350 :
CSCvc49348 :
CSCvc25859 :
CSCvb97237 :
CSCvb61689 :
CSCus68268 :
CSCvc86757 :
CSCvd63310 :
CSCvd56512 :
CSCvd39551 :
CSCvd34176 :
CSCvd56923 :
CSCvd54375 :
CSCvd22846 :
CSCvd22836
CSCvd22818 :
CSCvd01097 :
CSCvb85328 :
CSCvd35756 :
CSCvc83631 :
CSCvc80950 :
CSCvc07334 :
CSCuu79357 :
CSCvc10862 :
CSCuw84283 :
CSCus20387 :
CSCvb86555 :
CSCus44723 :
CSCvd16496 :
CSCvc92264 :
CSCvc70110:
CSCvc15253 :
CSCva03814 :
CSCvb59936 :

CUCMNSS and NSS-Util Vulnerabilities

HTTP GET method is allowed in login request

Password stored in plain text

Cisco Unified Communications Manager Cross Site Scripting Vulnerability

XSS, firewall bypass, and DoS via /Jucmuser/serviceProfile proxy functionality
IPMA service gets unstable after some time

Recording failure due to wrong NodelD provided to CTI when transfer between nod
CTI connection dropped due to junk value in CtiLineGetForwardInfoRes to Genesy
CUCM OVAs do not install with ESXi 6.5

VMware Tools 10.0 update fails due to SELinux denials

CUCM backup looping, completed three time in an hour

not able to upload 2 intermidiate certs without CN in DN

BAT update doesn't work for "secureserviceurl" for device profiles

Missing ipsec trust store on node-2 during 11.5 fresh install

UCMVIM Privilege Escalation Vulnerability

Cross-Site Scripting - Non-Persistent

CURT broken on Fresh Installation and Upgrade

CUCMDo Not Echo Malicious Characters in Banner Acknowledgement Form
CUCM arbitrary XML file reads in Cisco Unified Reporting

Certificate verificatin failed while establishing secure connection

No response for SUBSCRIBE and a retry to the next destination in the list on tru
Error while installing the DST file on the CUCM that already has previous DST CO
8821Include 8821 IP-Phone loads version 11.0(3)SR1 into the CUCM DevPacks
Media send Term Capabilities Set with 0 caps, instead of allocating xcoder and s
Webdialer setting for 'Do not display call confirmation dialog' does not apply u
One file is corrupted in the cmterm-69xx-SCCP.9-4-1-3SR3.k3.cop

Commit 11.7(1) IP Phone FW in CUCM DB

Fixup consistency of model number in rules file

: Add support for provisioning auto wake up detection setting on DX/SX/MX and Cis

Add device enablers for Cisco Spark Room Kit and Cisco Spark Room Kit Plus
CUCM is not sending the 200 ok to a re-invite, so the call is disconnected with
CUCM IPVMS MTP incorreclty detects tone when marker bit is not set

Update the image 9.4(2)SR3 for 7900 series

High CPU utilization because of LBM Service

SIP stack does not respond to 200 OK without SDP

Calls are hung after 503 service unavailable is seen as normal call clearing

PMR 40305 - AXL authenticate fails due to database long transaction

CUCM fails to pass DTMF digits via SIP notify after call connects

Un-necessary ipaddress change detection in inter-cluster call

CUCM responding to SIP 200 message with different CSEQ number

Blind Conferences with recording, JTAPI handling CallConferenceChangedEvent
IP Addr Mode for a device with no Common Device Config

"Mobility" softkey should work for line2 on the phone as well. (Part 2)
RemoteDestinationProfile is set for this destination so not Forwarding the call
MTP Resource leak during SDLLIinkOOS state

Increase in hash limit for Multicast Source Port Number

SELinux blocks switch back to old partition after RU failure

MTP leak caused by inactive 200 OK for a INVITE to connect sip-323 after redirec
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W Caveats

CSCvc61500

CSCvb48691 :
CSCuz71983 :

CSCurb3532 :

CSCvc42728 :
CSCvb99066 :
CSCvb89860 :
CSCvb37121 :
CSCuy67794 :
CSCvc10807 :
CSCuu88269 :
CSCvc40853 :
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CSCvb23366 :
CSCvb22671 :
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CSCvab8795 :
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CSCut78334 :

CSCus78120 :
CSCus28201 :
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: 9.4(1)SR3 SCCP/SIP firmware files for 6921/41/61/45 IP Phones

Evaluation of ciscocm for Openssl September 2016

Server Time Displayed in UTC Format in several pages

"Mobility" softkey should work for line2 on the phone as well.

CUCM Upgrade failed from 10.5(2) to 11.0(1x)

IPMA stops routing calls after some time

CUCMBInd DoS Vulnerabilities

Insufficient XSS protection in ccmivr page

CLI command 'utils update dst' does not update database

InstallWizard uses unsafe temporary file for password encryption
SelfcareMissing icon for 8865 and 8845 phones

CUCM - SNMP Master agent service cored twice at random times

Call recording failures on transferred calls, while updating BIB enabled value
Fix up mistake in description fields on DX80 and DX70 + default value on DX80
Unable to access Enterprise Parameter and Service Parameter pages

Call to user with CTIRD not routing to RD due to "stale" call on CTIRD
CUCMReflected XSS attack is possible on ccmadmin page

Webdialer setting is not saved sometimes

DST/TZ data upgrade with 2016g & Leap Second update

SIP Message. Subscription-State. Expires contains a negative value.
CUCM10.5.2 Personal Directory values are garbled after the login

CUCM LDAP Directory Sync - Improve Error Reporting When Sync Completed
CUCM IPMA shows error "Unable to update. Please contact System Administrator”
Recording Tone is always played for Extend and Connect RD phones
Exception while performing sync using secure port in LDAP directory page

No audio on call through SIP trunk to CUBE due to MTP hanging

8821Include 8821 IP-Phone loads version 11.0(2)SR2 into the CUCM DevPaks
Product specific config changes for CE8.3 release

Phone firmware for 78xx/88xx 11.5.1SR1 release

call leak happens over shared line MRA jabber clients.

Platform CLI file get command ssh client Ciphers needs to be updated

CUCM 10.5.2 Unable to update primary extension of end user via AXL

CUCM 10.5(2)SU4 ILS Authentication configuration options are missing

CTl reports device to be OutOfService although it is registered for EM controlle
SparkRD should support end to end dtmf

One way audio in redirected call over EO with DTMF mismatch

Timer based stale Directed Call Park instance clean up in case any error
locale changes on Self-care portal are not automatically pushed to phone
Blind Xfer w/Early Media Uses an MTP Unnecessarily

dtmf test failing in few EO-EQ scenarios of F4125 SIP DTMF Suite in 11.5
SNMP port 161 was not added to iptable rules

SIP MXTimeout due to MediaExchange stuck in waitinterfacesCapabilities
F3388 - Call Preservation Duration Management

Unable to get list of Backups from Restore page

TAR file not getting listed after Pub is rebuilt in UCM+IMP Cluster

MA fails to respond in rebuilt cluster when Sub is not up/not installed.

Cisco Unified Communications Manager Denial of Service Vulnerability

CUCM L2 Upgrade to 10.5.2 SU4 Fails At Licensing Component
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W Caveats

CSCvb22603 :
CSCva74508 :
CSCvab3426 :
CSCvab5016 :
CSCuz11051 :
CSCvb78438 :
CSCvb78297 :
CSCvb72477 :
CSCvb55996 :
CSCvb13614 :
CSCva96332 :
CSCva93755 :
CSCva86484 :
CSCva76949 :
CSCva38637 :
CSCva31266 :
CSCva26711 :
CSCuz97529 :
CSCuz72547 :
CSCuz25827 .
CSCuz05077 :

CSCuy56429 :

CSCuy54870 :
CSCux05087 :

CSCuw15465 :
CSCuw12006 :
CSCuw11999 :
CSCuv86726 :
CSCus21485 :
CSCva74274 :
CSCva40238 :
CSCuw73784

CSCty06667 :
CSCva97139

CSCva91711
CSCty67386 :

CSCvb42106 :
CSCvb38463 :
CSCva81560 :
CSCva20265 :
CSCva18486 :
CSCva18469 :
CSCuz44377 :
CSCuv30782 :

CSCul51014 :
CSCvb03870
CSCuz65339
CSCvb54922

Record-route header corrupted, ccm cores while deleting memory

BAT export TURN (ICE) Password in clear text

Call forward fails through secure MGCP GW with non-secure phone profile
Upgrade JDK for July 2016 Critical Patch Updates

Spark Licensing Adjustment for Spark Remote Device Users

Active and standby CTI RD due to SdILinkOOS

the content of phone button template for 8865NR is blank

11.5(1)SR add Admin Configurable Ringer parameter for 78xx 88xx IP Phones
"RecordingSessionTerminatedUnexpectedly"Alarm generated by CUCM incorrectl
dnsdomainname returns null instead of (nhone) when domainname is not set
Phones reboot when domainname is set and domainname command returns null
CUCM Queuing Caller doesn't hear ringback tone when call is ring agent
RISDC Cores on CUCM

Extend&Connect Calls Fail Using Standard Local Route Group with Spark RD
ccCalllD is leaking in case of "500 Internal Server Error"

RPID incorrect for outbound Spark Fusion call anchored on SparkRD

G711U law used instead of G711A law for the calls over SIP trunk

Call not cleared/dropped on SparkRD when callingParty drops while call is ringin
Active and standby CTI RD due to race condition

JTAPI DeleteTerminal does not actually delete terminals

Call Drops after Jabber Stops & Starts Video

CUCM doesn't send 200 reason headr to CTIRD when call answered elsewhere
Call not being cleared up properly - results in busy trigger treatment

OS admin and DRF access restriction CLI

UC FusionSpark-Only Remote Device - cmui

UC FusionSpark-Only Remote Device - tapi

UC FusionSpark-Only Remote Device - jtapi

UC FusionSpark-Only Remote Device - cmcti

Tomcat is not populating phone number field for webdialer interface
CUCMLIibTiff Remote Execution Vulnerabilities

CTI Manager core when the CIPC EM looking process takes long time

: PMR 22707,227,000 cdr define happens twice as cdr err throws 213/ 195
Remote syslog messages not showing in the Local syslog file CiscoSyslog

: Race condition causes Directed Call Park leak

: CUCM Self-Care does not reset after inactivity timeout

Tomcat manager returns HTTP 403 instead of 404 error

Stale entries in hash map leading to CCM core

CUCM 10.5.2 pick up failing when call is transfered by CUC to phone
11.5(1)SR supported files for 8865NR IP Phones

CUCMLIibXML Arbitrary Code Execution and DoS Vulnerabilities
CUCMSEtroubleshoot Arbitrary Code Execution Vulnerabilities

CUCM;Tomcat Fileupload Info Disclosure Vulnerability (CVE-2016-3092)
Evaluation of ciscocm for NTP_April 2016

CAPF certificate validity duration change should be allowed

Self care portal does not recognize default Voicemail profile / pilot

: CAR DB data migration fails during L2 Upgrade to 10.5(2.14900-3)

: CCM Cores when MTP resources doubled

: Null pointer dereference when recording is invoked from a SIP Phone
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Getting ring back tone along with audio

CUCM 10.5 ip_conntrack/nf_conntrack defaults needs to be changed

Proxy TFTP CRMDB database file can not be accessed via Platform CLI
Proxy TFTP returns 503 while Cluster Router Map DB is initializing
CUCMNumerous DoS Vulnerabilities on File Command

IP conntrack count is not correct when using the Admin CLI

CUCM Does not send CANCEL to the second leg

CUCM; OpenSSH X11Forwarding, PAM Auth, Use-After-Free Vuls

Phones don't recognize 2016d TZ Updates

9.4(2)SR3 phone firmware for 894x series phones

Bad audio quality for Ringtones on 78XX/88XX phones

updateUser returns "Syntax Error" if linePrimaryUri tag has apostrophe.
CUCM doesn't insert transcoder - codec change & inact media w/ SIP phone
unable to edit old phone contact after the CUCM upgrade

Bad audio quality for Ringtones on 78XX and 88XX phones

BAT Insert phone fails if "override existing configuration" is unchecked
Conference call fails to revert to 2 party call when 3rd party hangs up

Caller doesn't get ringback tone for SME transit call

DNS A Record Lookup Memory Leak while Handling SdiGetHostBynameRsp
Transfer Fails when Destination Device in Shadow Location

"dbaxlweb" AXL connections are crossing the threshold 100

CUCM,; Directed CallPark fails when SDLIink down in multinode cluster
CCM exhbits "IntentionalAbort" due to CCMDB mutex held by DMPropagation
Diversion header incorrectly populated with called number for CTIRD

ICT not passing the original called number when QSIG is Enabled.

Resume on one sided call doesn't restart Recording

2016d DST COP file install fails

admin account through GUI/CLI is not working after installing PCD
CallPickup not working for phones sending hostname in INVITE-From header
Update the image 9.4(2)SR2 for 7900 series

8821Add default English-US dictionary into CUCM for IP-Phone 8821
Unnecessary DNS A Record Lookup While Resolving SRV Request

UDS does not support PAB dialing

Expansion Modules Configuration is lost

Missing Check For "Unity Connection ELM" causing DST (2016d) cop to fail

Incorrect SQL for updateUser and lineAppearanceAssociationForPresences
Non FIPS operation in CDR file transfer

SOAP API selectCmDevice function no longer returns results

SIP Refer pass-though cause VMSize usage growing for CCM

DST/TZ data upgrade with 2016d

VMware Tools 10.0 update fails on CUCM/CUC 10.5/11.0 part2

CCM Memory Leak With Dual Mode SIP Phones

Corporate Directory Search issue with Cisco 9951 Phones

BIB Call recording fail when observed "RecordingResourcesNotAvailable"
UCMUser login failed credentials messaging allows user ID identification
OOB DTMF not pass though for calls via route list

Import shows success but import doesn't happen for SIP Normalization
UCM sends space instead of escaped %20 in certain directory softkeys
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W Caveats

CSCuz63133
CSCuz40639
CSCuz68370
CSCuz90005
CSCuz59456
CSCuy55946
CSCuv05193
CSCuf39363 :
CSCuz80519
CSCuz40162
CSCuz07076
CSCuy82197
CSCux81705
CSCux17964

CSCuw37904

CSCuu43648
CSCuj61544 :

CSCuz89773 :
CSCuz85584 :
CSCuz56695 :
CSCux21905 :
CSCuw11044 :
CSCuz43163 :

CSCuy86858 :

CSCug55011 :
CSCux37689 :

CSCuz59010 :
CSCuz55844 .
CSCuz53675 :
CSCuz15367 :
CSCuz09036 :

CSCuy89624 :

CSCuy70032 :
CSCux74780 :

CSCux73307 :
CSCuub3399:
CSCuz30891 :
CSCuz26354
CSCuz13020 :

CSCuy86302 :

CSCuy69555 :
CSCuw78377 :

CSCuw14080 :
CSCuv85926 :
CSCusb2973 :

CSCut85703 :
CSCuz27190
CSCuz25125

: Race condition when redirect is received, before transfer is complete
: IX5000 Telepresence endpoint - add TMS, streams,proximity,multi-mode
: CUCM silently drops requests with Unexpected Method
: Personal Address Book should sort the users by nick name
: Phone FW and support file for 78xx/88xx 11.5.1 release
: Update phone via BAT removes Enterprise Alternate Number DN config
: "Enable Caller ID" checkbox is not present on FXO on 4321 & 4351 MGCP
Secure URLs (Directory) repopulate to default on reboot /Tomcat restart
: Add new QED for Cisco TelePresence DX70/80
: CUCM GUI incorrect port numbers in slot 1 of ISR 4451 MGCP gateway
: UCMNSS Remote Execution Vulnerabilities
: Add Recents item for 78xx QED to control softkey Recents
: RTMT shows Incorrect value of EM Requests in Progress
: [QED]78xx Button template has "new call" "end call" item
: Need to enter the password twice exchange 2010,
: Directed Call park number not getting updated for phone
Enhancement for EnvProcessCdr when it generates a pkid
Initialize CallParkCount to zero to send SdILinkOOS
Empty ipccExtension tag blanks primaryExtension & extensionsinfo
Rebroadcast External Multicast Source not forwarding IGMPv2
TVS thread blocked by incomplete TVS handshake
error while attempting to enable SAML Single SignOn
Call start recording fails when initiated second time on the device
DST/TZ data upgrade with 2016¢c
FIPS modeCDR Transfer Fails with "Unsupported typePRIVATE KEY" Error
Call is not recorded after refer from Webex
CUCM cores while printing sipSPIEventinfo
Remote destination export fails due to fktodaccess is NULL.
Call Pickup Notification Alert Not Working When Queuing Enabled
Core dump when using a IUA script
Additional Reg-URI parameters getting duplicated in SIP Invite by CUCM
CUCM; Kerbos DoS and Info Disclosure Vulnerabilities
Duplicate URI alerts seen with same URI having multiple case instances
Increase 48 character limit on CTI-RD dial string
Native Call Queue call rings back in 0 seconds when parked by 88XX phone
Server Time Displayed in UTC Format in BAT scheduler page
add the dn to RPID with x-cisco-original-called tag for call back
ccm core due to stale entries in mRemotelLinelnfoTable exceed 65535
CCM Memory Leak with TLS X509 subject alternative names
CUCMOpenSSH Bypass Vulnerabilities
CUCMWeak Diffie-Hellman Secret Generation in LibSSH2
failure to check signal length causes core in mempy()
Information disclosure in robots.txt
CUCM back up file _UCM_BAT .tar has encryption key in plain text
IPVMS MTP not conforming to RFC for DTMF marker bits
CCM Memory Leak When Xcoder Allocation Fails Due to Resource Unavailable
: LDAP sync of users fails when LDAP server is configured via AXL API
: CUCM stops responding to PCA requests
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W Caveats

CSCuy89511 :
CSCuy28299 :

CSCuy15704 :
CSCux99227 :

CSCux78290 :

CSCuw19185 :

CSCus48317 :
CSCuz44590 :
CSCuz43866 :
CSCuz30670 :

CSCuy82773 :

CSCuy66601 :
CSCux95217 :

CSCux90777 :

CSCuw48368 :
CSCuw24319 :

CSCuz18234 :
CSCuz11737 :

CSCuy91623 :
CSCuy50259 :

CSCuy20456 :
CSCuu46430 :

CSCux50482 :
CSCuz25758 :
CSCuz03763 :
CSCuz00266 :

CSCuy96274 :
CSCuy83555 :
CSCuy42107 :
CSCuy31670 :

CSCuy30769 :
CSCux90747 :

CSCux10607 :

CSCuwb5248 :
CSCuw43942 :
CSCuw60623 :

CSCuy72395 :
CSCuy90533 :
CSCuy87299 :

CSCuy43998 :
CSCux41945 :

CSCux34835 :

CSCuw98496 :

CSCuv71724 :

CSCupb6564 :
CSCus68189 :

CSCuy74870 :
CSCuyb3732 :

CallManager Service crashes due to corrupted UserUserData in H.225 Setup

CTI - RPID populated incorrect for outbound Spark Fusion enterprise call
CUCM cores in voice-sip-stack component when DNS name is used
Cisco Unified Call Manager SQL Injection Vulnerability

CUCMTLS1.2 Transcipt Collision Attacks Against MD5 Key Exchange
Changing SIP source port of Phone is not reflected to BiB.

Navigation to Service Profile is not happening

ULT with configured 'Call Pickup Group' cannot be configured to null
TLS SIP Trunk reset due to mis-detected error

ATA1901.2.2 QED/Firmware DevPack check in

CUCM console-kit-dae process taking up 2Gb of memory

CUCMBUuffer Overflow For NSS Parsed ASN.1 Structures

Evaluation of ciscocm for NTP_January 2016

Upgrade JDK to 1.7.0_95 for Jan 2016 Critical Patch Updates
CUCMOpenLDAP Ber_Get_Next Denial of Service Vulnerability
Evaluation of SSL/TLS CVE-2013-2566 single-byte biases Vulnerability
Phone FW for 792x 1.4.8.4 release

CUCM "Allow non-super user to grant access to administrative web pages"
MGCP FXO to Sip Shared lines showing unknown caller id until connected
CUCM cores due to Record-Route record in the SIP trace

11.0.2 QED files for 8821 phones

LPM unable to purge the DRF Logs

Proper handling of OpenSSL errors

Personal Address Book should sort according to last name

MWI Routing loop causes leak cause code 102

Audit logs Should contain old Phone MAC address when MAC is updated
CUCM SsManager table leak on multiple call redirection.

Re-invite fails for EO-EO redirected call with early media

Add a single-port RTP option to TSP

UCMUSER8821 PNG check-in

CM Send out CM FQDN instead of Top Level Domain thorugh SIP Trunk
VMware Tools 10.0 update fails on CUCM 10.5/11.0 with selinux denials
IPv4 to IPv6 Interworking not able to transfer calls.

Windows 10 support for TAPI

SIP trunk call failures due to Mid-call INVITE timeout

One-way audio after SIP phone sends re-invite

Hub_None excluded from tie breaker calculation on effective path

LPM Tool should have permission to delete trace files under CTFTP
Caching issue while updating phones details for a PAB user

media control saving wrong capabilities

CUCM is omitting DN part for the re-invite for a specific name

Evaluation of ciscocm for Java_December 2015

Bad NULL-SHA cipher used in creating outbound TLS connection to Phone(2)
memory leak when processing incoming SIP NOTIFY messages over UDP-cores

Null pointer exception in CAR login page

HTTP Status 500 error in CAR page during login

CCM Process Memory Leak when SIP DNS SRV Records in Use

CTI Line Status Unregistered after temporary CTI - CCM SDL Link cut
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W Caveats

CSCuy15292 : Personal Directory XML Parse Error for entry with 32 Char or above
CSCux19218 : UCMILS Coredumps on Authentication Settings Change

CSCuy92593 : The userldentity Field Not Set When Sync With OpenLDAP

CSCuy60235 : Call Park Manager cause ccm service core when lossing network connect
CSCuy45449 : Directed call park stops working after some time

CSCuy22016 : Impedance incorrectly using imported default on registration of ATA187
CSCuy09616 : DVOR call not happening when both FAC and CMC enabled on route pattern
CSCuy09369 : ACK message during re-invite has SDP, call drops

CSCuy02795 : Call fails when the line initiating pickup tries to answer a ICT call
CSCux20071 : CUCM not sending SDP in 183 to play Initial Annoucement for queuing.
CSCuv88655 : Device reported as OOS after linkOOS although device is still registered
CSCun62804 : UCM DBAdd discoveryuseridentity and uniqueidentifier to enduser_create
CSCus53391 : PAB not sorted alphabetically (by last name) after upgrade to 10.x
CSCuy81258 : Phone Manual/User guide is unavailable for 7811 phone in Self-Care (2)
CSCuy41587 : ListChange not reflecting changes made in CUCM using AXL client
CSCuy32014 : CUCMGLIBC Getaddrinfo Stack-Based Buffer Overflow

CSCuy07640 : Unable to Import UDP when Enterprise/E.164 Alternate Number is true
CSCuy03375 : CUCMBInd DoS Processing Malformed APL Records

CSCux74624 : CTI CallerID not updated after consulted transfer

CSCuu92816 : RTMT doesn't list IM&P Services with multiple FQDN exits for same IMP IP
CSCut13559 : Unable to Add / Delete IP SEC Configuration after Migration from 7 to 10
CSCuy42493 : Data on CCMAdmin and BAT export are different

CSCuy29693 : AMC causes device unregistered RTMT alerts after receiving invalid XML
CSCuy21610 : The userldentity Field Not Set When Sync With OpenLDAP

CSCuy17895 : Phone Manual/User guide is unavailable for 7811 phone in Self-Care
CSCux83666 : LDAP auth config reverts from ipaddr to default FQDN after CUCM upgrade
CSCux66151 : RTMT- Evaluation of ciscocm for Java_December_2015

CSCux47307 : Exception thrown when database connections exceed max. connection limit.
CSCuy32868 : Hunt pilot not working intermittently

CSCuy11523 : Silence streamed from MOH under heavy load on queued calls
CSCux97401 : racing condition leads to hung signalling in SIPInterface

CSCuw17917 : CUCM 9.x Smart call home registration issue

CSCuu78454 : Misguiding alerts in RTMT about car

CSCuy12714 : non-Ascii characters are not displayed on IP Phone

CSCuy09251 : IPMA Console Search Issue

CSCux81942 : CCM Service Core When SIP Endpoint Sends SNFSubscribelnd in Active State
CSCux74846 : Log Server entry in Phone Specific Configuration Help is incomplete
CSCux74820 : Log Server entry in Phone Specific Configuration Help is incomplete
CSCuv93330 : tvsGetNextThread() returned NULL

CSCuv64397 : SCCP StationRegister cause CCM 10.5 to core

CSCuv21285 : Recording Tone is always played for SNR calls

CSCuy13881 : Geolocation pidf+xml not parsed due to corrupted mHost value in memory
CSCuy00309 : EM thread dead lock causes maximum concurrent sessions reached error
CSCuy19831 : BAT - Export Phones - Select/All Details Hangs

CSCuy01919 : Bulk Export Line Group from BAT Display Incorrect Total Numberof Records
CSCux78830 : CUCM media sessions not closing resulting in memory leak

CSCuw11061 : Saving IPCC extension in CUCDM removes it from CUCM user page
CSCux58486 : dateFormat and time format is not working in UpdateDateTimeGroup api
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W Caveats

CSCuw11066 : Update IPCC extension in CUCDM, operation fails but populates in CUCM
CSCux52190 : Heap corruption trigger CTl Manager core 9.1.2

CSCux19127 : 8861 CP-BEKEM does not display Nth line when EMCC User Logs In
CSCuu21545 : User Ctrl VMA call is not working when DTMF signaling is set 'No Pref’
CSCui69419 : FAC timer starting point should be delayed due to the announcement time
CSCux73531 : Phones not accepting ITL files signed by the ITLRecovery key
CSCux62870 : Entry in PAB cannot be added or deleted if Nickname contains a space
CSCux55827 : CCM does not send an ACK after it receives 200 OK

CSCuw05580 : Calls to HP(Queuing enabled)not working as expected when Agent available
CSCuv83074 : Conference and MoH doesn't work if configured with server name
CSCuu65414 : Interwork External Multicast MOH source to Unicast MOH

CSCut82181 : Errors found when MOH is switching from Playing PA to music stream
CSCus94962 : Generate preconfigured VMs(OVAs) as build output deliverables
CSCus19754 : Two SIP phones registered with the same name results in CCM core
CSCui60607 : Make MOH so caller does not hear repeat ann immediately after greeting
CSCuw83224 : Need RTMT alert if DynDB for Unity Connection goes full or close to full
CSCus02663 : Missing fax mLine in answer when inactive Fax mLine received in Offer
CSCux68971 : Need to update the sudoers for all C++ Processes.

CSCux54208 : Locations "download topology" xml file is missing entries

CSCux54206 : CUCMLIibpng Arbitrary Execution and DoS Vulnerabilities

CSCux48813 : Virtual FFF port is not being created when adding SCCP gateway via AXL
CSCuw59646 : Tomcat Upgrade to 7064

CSCuw38129 : Add support for X509 Name Constraints extension Other name field
CSCuw11633 : enhance change notify code for large columns for PMR 78810 227 000
CSCuw01791 : PMR78810 227 000check repair fails with SQL error 195 ISAM 143 deadlock
CSCuv48314 : Invalid DN in database when certificate common name contains doublequote
CSCuu24422 : IMP repeatedly imports tomcattrust certificate from CUCM

CSCut42768 : Missed calls are still logged when uncheckig "Log Missed Calls" on 79XX
CSCut33608 : Blind SQL injection issue on phoneEditdo page

CSCtl75789 : Intermittent false Server Down alerts received through RTMT

CSCur98596 : DRS support for aes256-ctr ciphers

CSCux64208 : Change in License Server for InstallAnywhere

CSCux50940 : Extend&Connect Outbound Calls Failing Using Standard Local Route Group
CSCux13055 : Installation of RTMT on 32-bit Windows 7 machine is getting errored
CSCux00070 : CUCM Autocomplete Not Specified for ILS Authentication Credentials
CSCuw82868 : Upgrade JDK for October 2015 Critical Patch Updates

CSCuw28566 : RPM Coredump received on CUCM cluster version 10.5.2.12016-1
CSCuw02206 : Certificates and CSRs generated with SHA1 hash & 1024 bit in some cases
CSCuv92008 : v.150 Dynamic Payload SIP NSE needs invalidated

CSCuv61745 : v.150 Dynamic Payload MGCP Support

CSCuv44419 : CUCMGrep Arbitrary Code Execution Vulnerabilities

CSCuv36064 : Cisco UCM Information Disclosure for certain web pages

CSCuv29884 : MGCP changes to support dynamic V.150 codec values.

CSCuv26281 : Evaluation of ciscocm for OpenSSL July 2015 vulnerability

CSCuu97143 : Handling of invalid V.150 codecs

CSCuub3528 : V150 Changes for SCCP

CSCuub5848 : SIP V.150MER dynamic payload changes

CSCur20688 : Multiple HostAgent core files generated
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W Caveats

CSCux49021
CSCux28855 :
CSCuw29068 :
CSCuv72501 :
CSCux60445 :
CSCux49673 :
CSCux44250 :
CSCux30379:
CSCux26920 :
CSCux16027 :
CSCux11900 :
CSCuw92769 :
CSCuw87432 :
CSCuw85074 :
CSCuw78346
CSCuw26299
CSCuv26864

CSCuu85089
CSCuu26971

CSCut34517 :

CSCus79875 :
CSCuw11463 :
CSCus21649 :
CSCuv44401 :
CSCux27207 :
CSCux26126 :
CSCux17963 :
CSCuv62220 :
CSCuv44355 :
CSCuv44408 :

CSCut45211 :

CSCux43613 :
CSCux42937 :
CSCux24822 .
CSCux22567 :
CSCuw91377:
CSCuv73792 :
CSCuv69965 :
CSCuv62923 :
CSCuv29854 :
CSCuv00283 :
CSCuub2577 :
CSCut84956 :
CSCut45250 :
CSCuv44427
CSCus02985 :
CSCuv13405 :
CSCuw59266

: Database exceeds maximum connections is the issue
Selfcare page in English instead of German, when de-DE is installed
On parallel broadcast to phones, a 503 Service Unavailable error is seen
G729 Codec variants not mapped properly with multiple fmtp lines
New license server For Install Anywhere
Authentication attempts to LDAP while using Webdialer proxy user
Hunt Pilots starting with \+' are not returned by perfmon
CUCM responds with 400 Bad Request to SIP INFO during mid call
CUCM makes audio port 0 on receiving multiple m lines from CUBE for MMOH
RSVP Session leak when transfer across SIP Trunk in SHADOW Loc
Cisco Unified Communications Manager NSS and NSPR Library Vulnerability
"Between Location" links on secondary locations not available
CUCM Admin Page Won't Accept "-"or " _"or "." in CTl Remote Device Name
Evaluation of ciscocm for NTP_October 2015
: Upgrade failed due to the number of bytes in the dkey file is 65
: Process leak due to cause value not handled in Cdcc
: Line/Directory numbers are incorrectly ordered in CUCM self care portal
: CUCMOpenSaml Vulnerabilities
: Touchless install fails to add server entry when using clusterConfig.xml
Core in ctftp on 10.5.2.11900-3 and 11.0.0.98000-245
ImsReadAdminUserName Procedure returns a UserName with Null Credentials
UCM - Bind Malformed DNSSEC Key Failed Assertion Denial of Service
CLONE - SIPHandlers rejects the inactive fax mLine.
CUCM; NTP Vulnerabilities
Proxy TFTP continuously returns 503 after network impairment to leafs
UCM Configuration files and phone firmware for 8845/8865 11.0.1 release
10.3(1)SR2 Feature Updates, Firmware Checkin for 8831 IP Phone
Phone FW and support file for 8811/8841/8851/8851NR/8861 11.0.1 release
CUCM; CURL Vulnerabilities
CUCM; Sudo Privilege Escalation Vulnerability
Unable to edit numbers for existing Personal Directory contact
UCM Configuration files and phone firmware for 78xx 11.0.1 release
Phone FW and support file for 3905 9.4(1)SR2 release
CUCM not requesting for Media Resource Manager to Allocate MoH Server
Cannot use Mobility Softkey to switch from the desk phone to a mobile.
Dual Ringback on phone when CUCM sends ui-state=ringout inUPDATE on CFNA
LBM Leak with multiple Broadcast Line Groups and SCCP
utils import config fails to change application password for 10.5.2 CUCM
Getting unsupported ciphers in FIPS mode
rsyslog5 version vulnerable to multiple CVE's
Not able to access CLI after DRS bacup and restore with FIPS.
"Advertise Globally via ILS" inserts Alternate Number into Local DA
CUCM Park feature cannot retrieve calls
Personal Directory remains logged in after EM logoff/logon
CUCM; Python Vulnerabilities
Unable to Export debug level Audit Log to Remote Syslog Server
CiscoSyslog log rotation exceeds the limit
: Call Transfer fails on CUCM when initialed from Attendant Console
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W Caveats

CSCuv54501 : CCM core dump when phone processing speed dial configuration
CSCuv51863 : CUCM 10.5 & 11.0 RTMT - analyze call path error

CSCuv19736 : Post Migration of CUCM DRF Backups fail

CSCuw50916 : Circular algorithm not working correctly when call queuing is enabled
CSCuw22149 : Add 2 new resources for 2 new IMP GUI pages

CSCtf35144 : SIP REFERRED-BY is not working

CSCuv07349 : DST/TZ data upgrade with 2015g

CSCux11988 : AXL getUser gives error for users with multiple lines

CSCux07405 : CTIMgr cores on bulk CTIDbChangeNotify on numplan (DN) Insert/Upd/Delete
CSCux04799 : CTIManager core with invalid OAuthToken

CSCuu55380 : Redundant LDAP hosts are not used

CSCuw64866 : DST/TZ data upgrade with 2015e - RTMT

CSCuwb53282 : Out of order mid-call re-invite not responded to correctly

CSCuw41476 : CUCM stops processing SIP calls due to SIPUdp connnection being closed
CSCuw46845 : TFTP Proxy briefly sends 404's during service restart

CSCuw16858 : Proxy/Leaf TFTP Server sending 503's after Network Impairment
CSCuw63775 : CCM core due to allocation of memory with two extra bytes

CSCuw23493 : CUCM not sending SDP in acknowledgement to LYNC server for resuming call
CSCuu37401 : SME Core Dump due to not clearing ecpPtrList

CSCuw?27210 : CCM Service not checking ProcessNodeRole while deciding Cluster Pkid
CSCuv92117 : Unable to download of logs through RTMT fails with permission issues.
CSCuqg94353 : MOH resource(streams) are not released after the session is closed.
CSCuw63041 : Directed call park not working under race condition

CSCuw53630 : BAT not handling universal Phone Security Profile properly

CSCuu47473 : IM&PPCD migration from 10.x to 11.0 might cause GUI issues on IM&P
CSCut18479 : TAPI SSO Auth Token Fetch issue...

CSCuv86160 : Not able to erase CTIManager Logs on updating Trace Output Settings
CSCuv47858 : CUCM - Libuser Privilege Escalation Vulnerabilities for /etc/passwd File
CSCuv17409 : Bulk loading 300 users fails to provision for certain users.

CSCuv67599 : Unable to set region pairing back to defaults

CSCuw?28635 : CCM SIP core while accessing a stale ccb.

CSCuw36904 : 9.4(2)SR2 SIP/SCCP loads files for 894x IP Phones

CSCuw22277 : cp-mediacontrol timing issue passing OLC ack to SIP process
CSCuv65202 : Content-ID sent by Communications Manager is not FRC2392 compliant
CSCuv07151 : Emport/export issue when BLF is configured on the phones

CSCuu99738 : Phones reboot after uploading MultiSan Cert where case doesn't match CSR
CSCuu49985 : TSP 8.5(1.15) Allows non-admin users to change TAPI password
CSCus21121 : Corporate Directory entry order is not alphabetical

CSCu058633 : Route Plan Report shows Unmapped Exception error

CSCur99233 : calling @go.webex.com meeting number is stored in recents as DN not URI
CSCuv73283 : PacketCapture fails in downloading of key file in FIPs mode

CSCuv57765 : LDAP Connection Timeout can't be changed from 5 sec it won't take efect
CSCuv40352 : Hunt Pilot not forwarding call when members are unregistered
CSCuv33290 : Fix usage of SSL in JAVA to address poodle vulnerability - DirSync
CSCuv89821 : Failed to download trace file from UCM with DimeGetFileService
CSCuv24353 : CUCM Prefixes 00 when adding Directory Number Range with \+.
CSCut40206 : ATA190No icon in device page for devpack 10.5.2/11.0.1

CSCuq79553 : Memory leak triggered by duplicate IOS SCCP device names
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W Caveats

CSCsy90529

CSCuvb53449 :

CSCta71863 :

CSCuv99604 :
CSCuv82344 :
CSCuv72326 :
CSCuv67610 :
CSCuv23626 :
CSCuub3357 :
CSCuu47104 :

CSCut25118 :
CSCut20964 :

CSCus42387 .
CSCur36639 :
CSCuv34080 :
CSCuv29584 :
CSCuv19482 :
CSCuv13482 :
CSCuv76159 :
CSCuv85931 :
CSCus10085 :

CSCuv79938

CSCuv19723:
CSCuv62722 :
CSCuv39370 :
CSCuv57329 :
CSCuv52584 .
CSCuu17508 :
CSCuu02261 :

CSCut66011 :

CSCus99122 :

CSCut51204 :

CSCuv64099 :
CSCuv52183 :
CSCuv34143:
CSCuv33186 :
CSCuv22026 :
CSCuv06688 :
CSCuub7940 :
CSCuub3627 :

CSCut21219 :

CSCuu00543 :
CSCuu76094 :
CSCuv29427 :
CSCuv13339 :
CSCuu99733:
CSCur09534 :
CSCuv23627 :

: CDR Load status shows Unsuccessful if it is interrupted by DRS backup
CUCM - Error handling TKEY queries can lead to Bind DDOS

CAR Auto Purge MAX age below 34 days causes high memory usage
9.4(2)SR2 SIP loads and support files for 8961/9951/9971 IP Phones
Add support for Extension Mobility Size Safe feature to 8845 phone
getPhone gives error sporadically if ikdevice_primaryphone is not null
Video set to 384 and Immersive bandwidth set to 2147483647

Unable to export large number of data in BAT.

SCCP recording enabled device sends UpdateCaps before sending OLCAck
Call manager service crashes due to issues in reaching IM&P server
Phone updates capabilities removing video, CCM changed it to codec=0
AXL Nulls Parameters When Update Request Doesn't Contain

Memory leak in LBMiInterface during Code Yellow

CUCM sends Malformed/MissingTO;field for data call with codec X-CCD/8000
CUCM / SME not passing properly the ptime for G729

call rejected after receiving 422 response, not sending new invite

SIP 200 Ok with no SDP leaves SIP cdpc in reqOfferSent state
U1-upgrade is failing with "Critical error"

UCCE Client Login Error 12005 with second line shared

CUCM back up file _UCM_CLM.tar has encryption key in plain text
Enable/Disable LBM Refresh Mechanism to reduce the ISV signal traffic
: Adding DX series 10.2.5 QED parameters

Proxy TFTP return 503 service unavailable

extensionslinfo, primaryExtension & ipccExtension do not work properly
CUCM Software Session Initiation Protocol Memory Leak Vulnerability
ILS 10.5 cluster does not insert URIs received from 9.1.2 Cluster

GK entry in device table is getting associated with common phone profile
Call Anchoring Fails on INVITE with SIP URI only (no blended addressing)
UTF-8 name turns into garbled characters with QSIG SIP trunk

Transfer Fail Error 0x8000002c

Issue with MTP in DTMF scenario over SIP trunk

DTMF digits getting queued on SCCP side

9.4(1)SR2 SCCP/SIP firmware files for 6921/41/61/45 IP Phones
SSL_ERROR_SSL handling in SAISSLTCPConnection

SIPInterface leak in CCM for T38 fax to audio fallback calls.
updateGatewaySccpEndpoints-throws error if request in based on UUID
CUCM does not forward call according to CFNC for calls using CTl RP/port
CUCM drops video-call after session refresh

CUCM sending UPDATE after 183 session progress

URI dialing with "Apostrophe (') fails.

DB service crashes after switch version./ SELinux blocks cmoninit proces
Fax call from H.323 to SIP with MTP fails

ATA1901.2.1 QED/Firmware DevPack check in

2911.5.0.98000-101 cc_mainline ( CCM ) Build Status Is FAILED

Port config problem ISR4351 SCCP

CLI login attempt not logged in remote syslog

Utils dbreplication status should not proceed if there is no good Sub
Check in Firmware of 8845/8865 in 10.3.2 release
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W Caveats

CSCuv02601
CSCuub69291

CSCuu58085
CSCuu46978
CSCut92727 :
CSCut66725 :

CSCug90589

CSCus51617 :
CSCuv19611 :
CSCuv02929 :
CSCuv02113 :
CSCuu74218:
CSCuub8142 :
CSCuu20587 :
CSCuu09773 :
CSCuu08633 :
CSCuu00241 :

CSCut94383 :
CSCut89621 :
CSCut65100 :
CSCutb5579 :
CSCut35513 :
CSCut28801 :
CSCut19546 :

CSCus82843 :

CSCur97585 :

CSCus78859 :

CSCut69249 :

CSCuu97800 :
CSCuu92481 :
CSCuu81402 :
CSCuu77145:
CSCuub9477 :
CSCuu39790 :
CSCuu10266 :

CSCut58680 :
CSCut53471 :
CSCut09474 :

CSCus91423 :
CSCus44191 :
CSCus24036 :
CSCus21948 :

CSCur76009 :

CSCueb5353 :

CSCuqg22701
CSCuu41653

CSCut69012 :
CSCuu84269

: SIP Normalization doesn't work for 3rd Party SIP Phones also with UDP.
: CUCM will not handle IPV6 m line for Fax
: PMR 32360 227 000Database replication does not complete due to 195.
: CUCM cores while handling Cclnfolnd signal in stop_indication state
Jabber for android doesn't register on the secondary CUCM
Multiple Vulnerabilities in Cisco Unified Communications Manager
: Reflected Cross Site Scripting Vulnerabilities in CCM Reports Interface
Issue with CLI HA command run on CUCM node
Core file generated - all phones unregistered (Part 2)
Stunnel Multiple Vulnerabilities (CVE-2013-1762) for CUCM
BAT issue after exporting UDP, it skips Busy Lamp field 1
GetGateway request error
CallsInProgress leaks when Incoming SNRD call is Rejected
SME Cluster Internetworks SIP 180 Ringing with SDP as SIP Update
VM port should use DeviceTransientConnection alarm
Cannot delete all SNMP Community with "Apply to all Nodes"
UCMBuffer Overflow and Info Disclosure Vulnerabilites in GLIBC
Import of Phone Button Template with many speed dials becomes corrupt
Migration from 6.1.5 to 10.x fails using PCD in installdb
Unable to enable FIPS on a freshly installed server
Additional SAST role in tokenless CTL file to address end-point lock-out
MTP is re-tagging the DSCP values for audio calls as video calls
Issue seen in call queuing over edge scenarios
Script injection vulnerability in CUCM
Using an External CA with FIPS Mode Enabled Crashes CAPF
SME doesn't propagate Delayed Offer SIP REINVITE use early offer instead
One step restore of CUCM+IMP fails if CUCM pub is rebuilt
Fix usage of SSLv3 on making SOAP call in RTMT for poodle attack
Core file generated - all phones unregistered
Cisco Unified Communications Manager Multiple CUPS Vulnerabilities
1.4.7.3 loads and support files for 7925/7926 phones
Similarity on CUP and CUCM IP causing ILS replication problems.
SHA1 in CTL file with etoken is wrong if DER cert exceeds 2048 bytes
DNA does not provide full call flow for E.164 patterns
Ringback heard in Secure Mode - 180 Ringing after183
Support for BLF Presence notify on DX endpoints over Edge
CUCM not appending "sip.cisco.multistream" during hold for multistream
Adding a gateway returns incorrect UUID
Incorrect port sent by CCM for early offer causes one way audio
Inconsistency in Failed Backup Notice on /ccmadmin
All https threads in use from slow LDAP response
CCMAdmin EM Actively Logged in Device report does not display User ID
Added Support for DX series endpoints for Mobile & Remote Access
Add warning when regenerating TVS/CCM/CAPF certificate that phones reset
: T-38 fails when CM sends multiple re-Invites to fax server
: DRS Backup should not offer blowfish-cbc and none algorithms in fips
Upload of Customized Logon Banner fails in Unity Connection
: ccm ejects calls via DNS query when FQDN in contact
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CSCuu79158
CSCuu64781
CSCuu37563

CSCut82604
CSCut75601
CSCut55817
CSCut09788

CSCus01744 :
CSCur90677 :
CSCur83976 :
CSCu044391

CSCuu79472:
CSCuu71239 :
CSCuub9964 :
CSCuu40786 :
CSCut78092 :
CSCut66440 :
CSCut61986 :
CSCus47235 :
CSCur99152 :
CSCurb59758 :
CSCual17750 :
CSCuu49879 :
CSCut91447 :
CSCut82848 :
CSCut61121 :
CSCut27483 .
CSCut19580 :

CSCur85651 :
CSCus46753 :
CSCuub1723 :
CSCuu34134 :
CSCuu08175:
CSCut75712 .

CSCut62787 :

CSCut27712 :

CSCus56895 :
CSCur97909 :
CSCuub0618:
CSCuu30173 :

CSCut08386 :

CSCus50525 :
CSCuu15292 :

CSCut49421 :
CSCus76799
CSCus76651
CSCus33755

CSCus06157

: CUCM DB not accessing correctly to H.323 Information
: MTP leaking DTMF digits RFC2833 to OOB for SIP to CTl calls
: Slow Phone Registration and High CPU on Leaf Nodes
: 7935/7936 unable to perform conference or transfer after 10.5 upgrade
: App User "Find More Phones" Option Omits Already Associated Devices
: Uninformative licence warning
: Only use localHostAddress in EMServiceServlet.java to load DTDs
Files have incorrect permission after migration to 10.5
TLS check box failing to validate TLS connection between CUCM and Tivoli
DRF Restore fails when different version backup co-exsist in same path
: Bad NULL-SHA cipher used in creating outbound TLS connection to Phone
IX5000 Telepresence endpoint - add H265 options
addPhone request failes when ownerUserName has single character
IMS FQDN validation fails for case mismatch of FQDN of certificate
Can not ssh to the migrated server which is in FIPs mode
Remove HCS specific config from OVA
Unable to open an ssh connection in FIPS mode
Protective code in stopindicationCreateH245Interface to avoid core dum
CUCM 1052 CN not duplicated into SAN for CSR
fips enabled cucm migration failed from 861 to 1052
ILS should encode special characters when saving it in Database
capable of setting DiffieHellmanGroup14SHA1
UCM Configuration files for 8845/8865 10.3.2 release
MMoH answer using previous outgoing SDP caused call transfer to drop
UCMKRBS5 Vulnerabilities
UCMSetroubleshoot Command Injection via Crafted File Name
SIP KPML dtmf broken during call transfer.
XSS vulnerability on ccmivr page on CUCM
Certificate Exception seen in Serviceability due to Connection refusal
Support for Delegated trust model in OCSP response
BAT job for Phone export fails while querying ASCII label
Not able to login to Dest-CUCM Sub after M1
Subscriber upgrade failed when the Pub was on 8.6.2 with 10.5.2 inactive
unable to update CTL file via CLI due to invalid certificate table entry
Verification of the CTL file failed
Multi-server cert not updated in the DB when domain name is in Caps
Not able to login to dest-CUCM after network migration.
Uploading multiserver cert doesnot delete self signed certs in DB
Corporate and Personal Directory menus on CP-7937 are garbled with JPN
Unable to update Directory URI using AXL is not working
Keyword 'eval' is not allowed as a substring
CUCMCredentials in Clear Text in Secure file for SNMPv3 User
Storing of User Credentials in Audit Log
Verification of ITL file failed upon executing utils itl reset localkey
: Fix usage of SSL in JAVA to address poodle vulnerability - Webdialer
: Fix usage of SSL in JAVA to address poodle vulnerability - ServSoap
: Cannot enable ITLRecoveryKey on CUCM 10.5(2)
: ITL File on disk is not the same as that served by TFTP Server
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W Caveats

CSCuu34699 : Some of the mobility call scenarios broken with SCCP phones
CSCuu23209 : Phone firmware for Cisco IP Phone 8811/41/51/51NR/61 10.3.1 release
CSCus76808 : Fix usage of SSL in JAVA to address poodle vulnerability - RTMT
CSCus76717 : Fix usage of SSL in JAVA to address poodle vulnerability - IMS
CSCuu21796 : Update default telnet mode & add HTTPS for Collaboration Endpoints
CSCuu21022 : 78xx 10.3.1 release phone load 10-3-1-12 check in place-holder
CSCuu19473 : 9.4(2)SR1 SCCP/SIP phone loads for 79xx IP Phones

CSCuu18141 : Need to add Wireless LAN Profile support to DX80 and DX70 QED
CSCuu13960 : Blank removeTransPattern transaction deletes the first row in Numplan
CSCuu13590 : 8811/41/51/61 phone no configuration for Network Hold Moh AudioSource
CSCuu12435 : BAT does not insert CFA CSS and destination (Part 3)

CSCut18960 : TFTP crashes or hangs with too many open files

CSCus76504 : Fix usage of SSL in JAVA to address poodle vulnerability - AXL
CSCus47804 : ms-CSR using text file with invalid entries should report Exception
CSCus35747 : TFTP tries to send response on closed connections

CSCur67631 : Support for CA signed cert with keylen of 4096 for ITL,TVS,tokenless CTL
CSCut90217 : Upgrade JDK to 1.7.0_79

CSCuu05415 : Enable dual bank for 78xx on CUCM

CSCut90659 : IPMA Status store ( StartUpdate and StopUpdate

CSCut79665 : EM login fails with Error 12 with Apostrophe(') in DP Name

CSCut60376 : Misconfigured Mobile Connect-SNR causes call leak in StationD part2
CSCut60329 : Misconfigured Mobile Connect-SNR causes call leak in StationD
CSCut46146 : MARCH 2015 OpenSSL Vulnerabilities

CSCus30693 : TC end point becomes audio-only call after hold/resume

CSCur83890 : 10.3(1) Feature Updates, Firmware Checkin for 8831 Conference IP Phone
CSCug44439 : CUCM / Arbitrary file retrieval vulnerability

CSCuu09573 : BAT does not insert CFA CSS and destination (Part 2)

CSCut96944 : CEChange phrase "Service name" to "Service domain”

CSCut96163 : Address selinux denials for dbcnclientpipe

CSCut78730 : CEChange phrase "Service name" to "Service domain"

CSCus18112 : UCCX creation of a call control group fails with AXL errors

CSCut72715 : CUCM does not send MDCX to the gateway after putting call on hold
CSCut45298 : Corporate Directory XML Parse Error for long strings

CSCut28516 : 9.4(2)SR1 SCCP/SIP loads and support files for 8941/8945 IP Phones
CSCus02709 : Add ASCII search key in Directory Search(UDS) for JP Users
CSCut76807 : Export DN shows pkid's instead of the proper names for CSS
CSCut52412 : BRI Protocol missing while configuring Cisco MGCP BRI Port for VG350
CSCus49679 : Unable to delete LSC on 78xx/88xx IPv6 phones - LSCConnection failed
CSCur65914 : BAT Import failes with max number of connections error

CSCut56037 : Phones Export and Import issue, mismtch in tables

CSCutb2574 : Service profile blank page after a BAT import

CSCut37922 : Jabber Mobile device re-registration fails when built-in-bridge is on
CSCut33308 : BRI Phone/port cannot be configured for VG350 Gateway.

CSCut32451 : Incorrect terminal Connection State after hold on a CBarged call
CSCut30176 : DTMF fails due to CUCM not sending SUBSCRIBE when using FQDN
CSCut57688 : Add support for configuring proximity on mx800 dual

CSCut47746 : CDR not showing the correct duration for calls redirected by Unity cnxn
CSCut37916 : PRT softkey "Report" displayed not centralized
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W Caveats

CSCus98735
CSCus97790
CSCus76752
CSCus14745
CSCur99180
CSCur88854
CSCur82676
CSCur77512
CSCus76752

CSCut44137
CSCut40980
CSCut40056
CSCut19504
CSCut11882

CSCus83367
CSCus80465
CSCus72996
CSCur69443
CSCur60158

: Certificate issues on CUP fresh installation

> include cluster_info.xml in floppy image during migration

: Fix usage of SSLv3 in RTMT application to address poodle vulnerability

: Updating a signing Tomcat cert requires the Tomcat cert to be resigned

: BAT not modifying Route Patterns using Import

: 6901/11 931SR2 load check in

: CUCM doesn't escape pound character # in Remote-Party-ID header

: Commit ACT2 SUDI CA certin CUCM DB

: Fix usage of SSLv3 in RTMT application to address poodle vulnerability

: Unable to import IP Phones by BAT when Extension Mobility is subscribed
: SME routed call fail - CUCM 10.5.2.11008-1 SIP-4025

: Add support for configuring proximity

: Local file read vulnerability on CUCM

: updateAppUser request is validating for password tag

: BAT- Error when trying to update values for slots of VG350 SCCP gateway
: One Way Audio issue when two SIP 180-Ring received from PSTN

: PCD selects wrong export directory

: find button in Partitions for Learned Numbers and Patterns needs a fix

: SIP Trunk with Early Media may respond 488 to quick mid-call invite

CSCug52682 : CCM processs core dump due to random memory corruption

CSCun63825

CSCut30725

CSCus95329
CSCus70009
CSCut22159
CSCus99318
CSCus98105
CSCus88308
CSCus76532
CSCus48716
CSCus34732
CSCus23371
CSCus11853
CSCur83687
CSCur63875

: IMS Java library does not check FQDN during TLS connection with LDAP
: UCM Bind Issue In Trust Anchor Management Can Cause Named to Crash
: remote support user password is stored insecurely

: Support file for 8851NR and 8811/8841/8851/8861 10.3.1 release

: UCM Configuration files for 78xx 10.3.1 release

: [VG350] Missing QED support for VWIC T1/E1 under VG350 on CUCM

: IX5000 Telepresence endpoint - 14 seat layout

: DST/TZ data upgrade with 2015a

: Mismatch in security profile setting when endpoint provisioned from PCP
: VG gateways should use Phone Alerts EndPointTransientConnection

: CUCM returns 301 redirect response due to SIPS URI in Contact header
: Location bandwidth leak on CUCM when logical partitioning is enabled.

: CCMEncryption fallback mechanism fails, throws NullPointerException

: libxml2 security update

: Configuration param name for CollabEdge credential persistency

CSCuq99457 : ATA190Should support failover with IP if CUCM with no domain

CSCut19965
CSCus97421 :
CSCus84086 :
CSCus61706 :
CSCur79530 :
CSCus91571 :
CSCus82737 :
CSCus66320 :
CSCus42665 :
CSCus18681 :
CSCur99336 :
CSCus85880 :

: 1.4.6.3 loads and support files for 792x phones

BAT does not insert CFA CSS and destination

Local route group for redirected calls fails if EM/UDP is logged out
ccm core due to ata sending Out of order RESUME in t38 reinvite
ITL verification fails when using signed CallManager cert

BAT fails to modify E.164 alternate number mask

CUCM does not inform phone to stop encrypting on SRTP to RTP fallback
Details not shown in RTMT syslog viewer

Change in samAccountName in AD breaks LDAP sync for that user
[VG350] Missing QED support for BRI under VG350 on CUCM
UCM support of gateway recording for agent re-queuing by CVP
CUCM 10.5.2 CCM service intermittently cores
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W Caveats

CSCus66650 :
CSCus26858 :
CSCus17793 :
CSCus08290 :

CSCur95815 :
CSCur92797 :
CSCur68773 :
CSCur49414 :

CSCus78123 :
CSCus72831 :
CSCus51284 .
CSCus47768 :
CSCus35964 :
CSCuq02712 :
: ATA1901.1.2 firmware DevPack check in
CSCus77144 :
CSCus62851 :
CSCus61696 :
CSCus49295 :
CSCus20837 :

CSCus77202

CSCur66246 :

CSCus57373 :
CSCus50095 :
CSCus44838 :
CSCus29507 :
CSCus24732 :
CSCus08038 :

CSCur71984 :
CSCur67141 :
CSCur67137 :

CSCus13276 :

CSCur99102 :
CSCur68969 :

CSCus25604 :
CSCun65311 :
CSCus01569 :

CSCur78324 :
CSCur65013 :

UCMGLIBC;nss_hostname_digits_dots() heap-based buffer overflow
December 2014 - NTPd.org Vulnerabilities

SIP Layer Unable to handle 180 and 200 ok with SDP back to back
SDPOfferRejectedInd sent for Update message

CUCM 10.x - ip phone displays same entry in different personal directory
Add subunit EM-4BRI-NT/TE for card EVM-HD on Slot 1 for MGCP GW 2951
EMCC doesn't pick up appropriate home cluster setting

PSIRTReporter Servlet allows access to contents of local files

PCD should enable and support product 10.6 version for UCCX

AXL's listUserResponse capitalizes telephoneNumber for 10.5.2

Unable to retrieve parked call on SIP 7942/7962 via BLF

IPV6 calls across sip trunk fails

Subscriber fresh installation fails with CUCM Version 10.5(2)

CUCM 10.5 Multi-Server CallManager cert disallows changing security mode

ATA190Changes to "auto barge" and "echo cancellation"
CUCMJasper Arbitrary Code Execution Vulnerabilities
CTI port in CUCM doesnt accept "-"or " _"or"."

PCD installation fails with "Security Password" is empty.
CUCMCVE-2014-8500Delegation Handling Can Be Exploited to Crash BIND
H.323 gateway shows down when running on multiple nodes cause code 41

8x to 9x upgrades broken due to incorrect reference of phone XML rule

CUCM 10 and 10.5 not backward compatible with AXL 9 query

Inserting RD through BAT fails with A subquery returned more than 1 row
CUCM showing wrong status of the devices on the Search Page

SIPCdpc incorrectly expects PRACK when UPDATE not supported

1-way audio conferencing due to multiple begin-media handling

No Diversion header for SNR call if refer from HuntGroup

Add support for EEEOnPcPort and EEEOnSwPort config param to 78XX Phones
Add support for EEEOnPcPort and EEEOnSwPort config param to 88XX Phones
CUCM 10.5.2 security password recovery causes DB to not start at reboot

PCD Migration from 10.x to 10.5.2 fails

Redirect call fails when both primary and secondary DNs are set

Add support for MX800 Dual SpeakerTrack plus feature updates for MX & SX
Dialed number analysis results in Null pointer exception & Core dump

Upgrade rules to prevent 10.5(2) Respins from installing over ES's

Build In Bridge feature does not work on Mobility Client (BOT/TCT)

CUCM limit of 10 successive TPs impacting Customer deployment

Resolved Cisco Unity Connection Caveats in 10.5(2)ES108; base ES for 10.5(2)SU6
CSCvf08180 : Voicemail password settings do not reflect in CUCDM 11.5
CSCvf14390 : Secure Jetty Not Working due to Invalid javax.net.ssl.trustStore set in the SSLC

CSCve74071 :
CSCveb4501 :
CSCve31730 :
CSCve56869 :
CSCve49875 :

CiscoSSOValve causing the accumulation of session data resulting in Tomcat Cra
DRS does not check the health of dbchunks before taking backup

Greeting gets disabled on silence timeout

Entries from tbl_eventservicesubscription geting deleted if tomcat restarts from
CUC User Template gets default partition instead of partition passed in Request
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W Caveats

CSCve29158 :
CSCved4826 :
CSCveb4474 :
CSCve32987 :
CSCvd65131 :
CSCve16444 :
CSCve06372 :

CSCuu07123 :

CSCvd63984 :
CSCve23865 :
CSCvd90118 :
CSCvd08269 :
CSCvc24635 :
CSCva82761 :
CSCvd05508 :
CSCvc74433 :
CSCvb49975 :
CSCvd18814 :
CSCvc78781 :
CSCvb48694 :
CSCvc65616 :
CSCvc33982 :
CSCvc04647 :
CSCvc11159 :
CSCvc28406 :
CSCvb09921 :
CSCva81803 :
CSCut30685 :

CSCuu39704 :

CSCux40807 :
CSCux51571 :
CSCux52984 :
CSCux68840 :
CSCux98109 :

CSCuy19727 :
CSCuy63340 :

CSCuy82569 :
CSCuz29570 :

CSCuz48432 :
CSCuz83764 :
CSCva04975 :
CSCva14718 :
CSCva28304 :
CSCvab5920 :
CSCvab1873 :
CSCvab8365 :
CSCva88701 :
CSCva89989 :

Directory URI getting sync issue to remote node over HTTPS Networking

CUC Routing Rules do not save in proper order when the Save used more than on
DST/TZ data upgrade with 2017b

Port Status Monitor is not working with Min TLS version 1.1/1.2

Preupgrade CLI Report bad data(tbl_dtmfaccessid) for upgrade from 9.x to lates
onversation Manager Core dump while adding ports

Popup "Error while Uploading message to server " while sending/replying message
Core of CUSysAgent on HIT

Voicenames marked as deleted in tbl_streamfile when User Attribute Changes
Certificate Expire For MediaMaster old versions from May 2017

Cisco Unity Connection ImagelD Parameter Unauthorized Access Vulnerability
Upgrade JDK to 1.7.0_131

Unity Connection is not able to parse the x-route-tag in SIP messages.

UC - VVM Race Condition Locks Miu Threads - Causes RNA

HTTPs networking does not sync modified SMTP address to remote node
Alternate extension updated as null

SQL NullPointer Exception while syncing CUC's user information via PCP
UCxN SSL Server Supports Weak Encryption Vulnerability

Increase the Tomcat throttling parameter value from 5 to 10 when an "upgrade" is
Evaluation of connection for Openss| September 2016

Temp table (valiasstack) already exists in session using CUC csp_CredentialModif
Not able to create a local user with a dot character "'

Rest API should allow update BLOCK field of default restriction pattern
Exceptions During LDAP Sync Result in Inactive Users

HTTPS link not Synchronizing Directory after renaming partitions

Getting 'Database Error -284' when trying to update partition of a user

Caller name incorrect on Unity transfered calls

Increase swap space on VOS based products

CuCsMgr generates core when CUCM sends corrupted CTL file

Not all partitions appear in user search selector

Unity Connection Menu drop down not working in Edge Browser

SSO Authorize proxy only works with original admin account

CUCRecording format issuelnternal dev work for US223548

RTMT alart due to voice name synchronization trying to run on subscriber

Ipsec tunnel breaks after reboot on unity connection

Sender ANI incorrectly played for messages left on call-handler.

UC CLI to repair the DB Replication issues

Safari 7 and 9 web & mini inbox not loading properly

CUCDates for March alternating greeting listed wrongly via TUI

Upgrade JDK to 1.7.0_101 for 11.5 Release

CLI Commands "utils cuc proxy usrcreate" and usrpasswd fails

CUC Jetty stderrout log is growing enormously

Stop RTMT Alert for Directory and Voice Name Synchronization in HTTPS NW
Jabber 11.7 problem connecting to Seattle Unity Connection VM Server
'Europe/Kaliningrad' time zone is set to (GMT+0300)

RSS feed throwing error "HTTP status 404"

Evaluation of ciscocm for TCP August 2016

Revert Cron Job for Swap off/on in 10.5.2
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W Caveats

CSCvb05270 :
CSCvb19446 :
CSCvb35772 :
CSCvb64399 :
CSCvb59567 :
CSCuzb2535 :
CSCva06949 :
CSCuz06264 :
CSCuz26312:
CSCuz20806 :
CSCuy57240 :
CSCuz50018 :
CSCuz55172 .

CSCuy85927 :
CSCuy94274 :
CSCuy99881 :
CSCuy71145 :
CSCuy83478 :
CSCuy88944 :
CSCux24578 :
CSCuy68234 :

CSCuy00023 :
CSCux35135 :

CSCuwb52370 :

CSCuj85141 :
CSCux67499 :

CSCum24094 :
CSCup92741 :

CSCus01998 :

CSCug98969 :
CSCuub3531 :

CSCut34899 :

CSCuw52370 :
CSCuw99186 :
CSCuw80758 :
CSCuw80734 :
CSCuw83461 :
CSCuu40079 :

CSCtn18812 :
CSCuv93175 .

CSCuw78824 :

CSCux65172 :

CSCuw87240 :

CSCux00410 :

CSCuw93879 :

CSCux05117 :
CSCuv53622 :

CSCuw61288

UC Handle 491 Request Pending when multiple CUCM configured with TCP/TLS
To support SIP automata tag as part of US251040

SCCP ports don't register back when multiple CM goes down & brought up
Playback Use sender's ANI config option working by default in before play mess
When generate Report on CUC, get blank page

Evaluation of ciscocm for OpenSSL May 2016

Voicemail PIN not working in SRSV mode for end users

Not able to create SIP certificate in FIPS enabled mode

Drs needs to check db consistency before Database backup

Jabber unable to access VoiceMail after Upgrade is performed in SSO Mode
CUC Error updating user with email-address containing Apostrophe

To Catch Selinux plolicy install failure during install/upgrade scenario

CUC Diginet alternate extensions listing remote partitions

directory handler does not play names in intended order.

Unity Connection not sending Silence Packets in SRTP

UC - Java Processes Missing from sudoers File Causes Lingering PID's
Unable to change password through Cisco PCA

Auto-discovery over LDAPS fails for UMS Test Button

CUPI Adding an external service with TtsOfEmailCapability at "false"

Cisco Unity Connection Cross-Site Request Forgery Vulnerability

Mbxsync Findltem EWS requests not excluding calendering items

CUC 10.5.2.13900-12 Switch version failing on Subscriber node

Evaluation of connection for Java_December 2015

unable to create Unity User from CUCM end user link

VVMMonitorCall thread stuck leading UC not to answer calls

SQL NullPointer Exception while syncing CUC's user information via PCP
CUC; Running SysAgent Task on Secondary Server gives incorrect error
Unity Connection Reflected Cross Site Scripting

UC to Handle 491 Request Pending in Release to Switch Transfer
CuCsMgr Core Dump when Call is placed while Port Group is Reset

Unity connection sending incorrect cseq in CANCEL messages

User must change at next signin doesn't prompt for a paswd change pop-up
unable to create Unity User from CUCM end user link

AVC Denials for logrotate

US207177 Upgrade of RSA CryptoJ from 5.0.1 t0 6.1.3

US207177 Upgrade of RSA SSLJ from 5.1.1.4.3 to 6.1.4 version

CUALS SQL query optimization

Switch version failing due to constraint violation in tbl_timezone
ACE_File_Lock;;ACE_File_LockPermission denied

HTML Notification image not displayed when Alias created with %20
Support for Tomcat upgrade to 7.0.64

Webinbox and Miniinbox with QT 7.7.6 on Windows 7

Unable to move mailbox users with large number of messages

UC10.5 CH doesn't work when re-directing with "+" & CH is w/o "+" in UC
Greeting uploaded via bulk edit disappear in some scenarios

SELinuxAVC Denials while deleting stderror.log file of Jetty
[INTDEV]US208645GS load Enhancement for Unity Connection

: Enable "MbxSynchUsePaging" during upgrade from 8.x/9.x to 10.x and later
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CSCuw48498 :
CSCuw28427 :
CSCuw44868 :
CSCuw83074 :
CSCuwb55559 :
CSCuw16068 :
CSCuv63824 .
CSCuv41569 :

CSCtr50458 :

CSCuv31252 :
CSCuv73956 :
CSCuw24395 :

CSCut99307 :

CSCus88698 :
CSCuv04411 :
CSCuv11233 :
CSCuv46838 :
CSCuv04949 :
CSCuv32210:
CSCuu97867 :
CSCuv21270 :
CSCuu32724 :
CSCuv11275:
CSCuub8923 :
CSCuu18688:
CSCusb53138 :

CSCut15971 :
CSCutb4944 :

CSCuu42960 :
CSCuu16403 :
CSCuu02013 :

CSCug98972
CSCut99489 :

CSCuqg64344
CSCut93001 :
CSCut64262 :
CSCut48660 :

CSCus58742 :

CSCut12963 :

CSCus49745 :
CSCuu27443 :
CSCuu17393:
CSCuu17272:
CSCuu09365 :

CSCut97692 :
CSCut84428 :
CSCutb9542 .
CSCut33244 :

UC 10.5//Call screening not working with voice enable directory handler
Unity Connection shows Hex in Message Subject if URI contains space sequence.
Switch version failed with KeyError'MessageType'

Unity Connection API's not returning the correct total

Unable to play Busy Greeting over SIP

Unity Upgrade from 9.1 to 10.5.2 unnecessarily deletes ucmuser.xml
Multiple SQL injection vulnerabilities in Unity
SparePartitionLowWaterMarkExceeded RTMT Alert due to large out.cuvrt.txt
CuMixer Core Dumps during SRTP Decryption

Upload of large voicemail wav file do not work on Weblnbox in Firefox
Sender display name is junk characters for non-unity subscriber

IN-Bound VPIM messages will fail, if there is no SUB field in message

Jetty Service getting abruptly stopped in enforcing mode

Switch version failing for 11.0.0.98000-158 to 11.0.0.98000-169

Cannot edit extension for imported Idap usersUnity Connection 10.5.2.ES44
users and usertemplate API doesnt support subsub domains as emailadress
Unable to add multiple comma-seperated SMTP addresses via VMrest API
Secure SCCP integration not working properly

CUC Greetings Upload "failed to record name"

Ldap Integrate/Do not integrate do not work via CUPI

Improper AXL Message While connecting to latest CUCM

Secure messages can't be played from relay address when recp is remote
Message is not marked read after deleting it during play through VVM

UC 10.5.1 - Corporate Email Fails to Sync When LDAP is Updated
Changing Unified Messaging Service password returns DB error.

Unable to set default language to a user.

UC 10 - User Template - cannot use "-" in domain name for Relay Address
Search Space for a Tenant CallHandlerTemplate mapped to Connection SS
TLS fails while fetching server certs from CTL files in case of MultiSAN
Refresh Upgrade of Subscriber failed from 9.1.2 to 10.5.2

Call Handler Traffic Report truncating call handler name

: Download of logs through RTMT fails with permission issues.

Upper Save button in the Create New Destination page doesn't work.

: Fields with Data imported via AXL is not greyed out

'On Notification Failure', the selected values are not retained.

CUC User template not displays remote CSS on 10.5.2 when digitally N/w
Upgrade failing on GGSG Build

DOD Jabber Scaling Enhancements

Mbxsync crashes with cumbxlocator traces enabled

SYSTEM RESTORE TOOL

SMTP, MTA, Replicator Agent sort files throw lllegalArgumentException
Error msg in getting in logs while resetting phone system page in CUCA

In CPCA,on entering garbage in Number Pattern,the old value gets deleted
Report data is not accurate in Unity Connection

INTERNALDEV US192600 Rapid extension addressing

Password length is not prompted during reset on PIN expiry

Phone sends BYE due to crypto mismatch in SRTP

Reverse Trapsemaphore leak
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CSCut31628 : Stderrout jetty log is getting generated in huge amount

CSCut28345 : Blank subject in SMTP notification if using non-default locale CUC 10.5
CSCut21967 : Unity Connection Jetty Log is not descriptive

CSCut19195 : Dial Extra Digits field does not exist in Pager Notification Devices
CSCus01573 : Ucxn web Ul and vmrest interface outages in CTG Alpha

CSCur57826 : SIB synchronization Thread Exit while error in parsing EWS response
CSCur10534 : Unity Connection 10.5 TLS/PKI inter-op redundant CUCM

CSCuq76274 : Issue in bulk edit task for modifying alternate extension

CSCuq66432 : UC - Secure Msgs Not Delivered if Accept and Relay is Enabled
CSCuqg96642 : CuDBProxy core generated on CUC 10.5.1.10000-7

CSCuqg64179 : Voice Enabled Directory Handler allows transfer to unknown extension
CSCuub52561 : JDK Upgrade for 10.5.2 ES

CSCuu40352 : Transfer loop after upgrade to CUC 10.5.2

CSCutb54944 : Search Space for a Tenant CallHandlerTemplate mapped to Connection SS
CSCut12963 : UC 10.5.1.10000-7 mbxsync crashes with cumbxlocator traces enabled
CSCut13696 : Dynamic db getting filled with tbl_ldapsyncq entries

CSCus11814 : Dropdowns in Web Inbox not working with 1E11

CSCus41121 : Notifier Service restart during executing calendaring event notification
CSCur43137 : Mediamaster ErrorSave recording fails on accessing CiscoPCA via INBOX
CSCus69766 : Evaluation of glibc GHOST vulnerability - CVE-2015-0235

CSCus68609 : UCXN sends SRTP answer in reply to EO RTP offer

CSCus85994 : Connection Sysagent terminates while executing task "Check UM Services"
CSCur13541 : Failed Mailbox DB Creation causes Upgrade Failure (L2 upgrade)
CSCuqg38796 : Failed Mailbox DB Creation causes Upgrade Failure

CSCus11432 : CUC includes full SIP URI in "From" on Voicemails with "-" in ANI
CSCus33633 : Unity Connection switch verison fail to 10.5.2

CSCur93296 : "More Options" in Contact Template->Locations-drop-down opens blank page
CSCual0059 : Upgrade fail on SU releases when locales installed

CSCur89579 : Alt greeting end time config off 1 hour due to DST change

CSCus29428 : HTTP 500 failure when using API enable Notification on CUC 10.5
CSCus28531 : To track the code changes of NTLM support with FIPS in unity connection
CSCus28314 : TTS functionality not working in FIPS mode

CSCur94099 : Message sending failed in early offer via "release to switch" in SRTP
CSCur85359 : UC SRSV node unable to upload voicemails with No caller ANI info.
CSCur82675 : The contents of tbl_receipttext get reversed after switch version
CSCur75502 : Wrong DSCP marking for 100 Try, 180ring, 2000k in SIP signalling traffic
CSCuq89577 : User Adminitrator access issue for Notification Devices under user edit.

Open Caveats

Open Caveats for Cisco Unified Communications Manager Release 10.5(2)SUS describes a few of the
possible unexpected behaviors still remaining in Cisco Unified Communications Manager Release

10.5(2)SUS. For a complete list of open caveats please access the bug toolkit located at:
https://bst.cloudapps.cisco.com/bugsearch/?referring site=btk
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Tip

For more information about an individual defect, click the associated Identifier in the to access the online
record for that defect, including workarounds.

Open Caveats
CSCuq13927 : Addition/Removal of CiscoTSP providers fail intermittently

Firmware / Device Loads

SUs contain firmware loads, however, Cisco recommends that you always download the latest firmware load
from the Voice Software Download Center.

Phone Firmware

To download phone firmware, follow this procedure:

Step 1 Go http://www.cisco.com/cisco/software/navigator html?mdfid=278875240&i=rp

Step 2 Select Collaboration Endpoints in the center column

Step 3 Select IP Phones in the right most column

Step 4 Select the desired phone series in the right most column

Step 5 Select the desired phone model in the right most column
Step 6 From the options that display, select the desired software type for your deployment.

Device Packages

Firmware upgrades not explicitly addressed in the Phone Firmware section can be obtained via Dev Packs.
To download Dev Packs for this release, follow this procedure:

Step 1 Go http://www.cisco.com/cisco/software/navigator-html? mdfid=278875240&i=rp

Step 2 Select Call Control in the right most column

Step 3 Select Unified Communications Manager (CallManager) in the right most column

Step 4 Select Unified Communications Manager Version 10.5 in the right most column

Step 5 From the options that display, select Unified Communications Manager/CallManager Device

Packages
Step 6 From the options that display, select the desired release for your deployment.

Firmware Versions in this Release

Device type Load name Version
3905 3905.9-4-1SR2-2 9.4(1SR2.2)
3911_3951-sip 3911_3951-sip.8-1-4a 8.1(4.0)
6608 6608-4.0.0.32-mgcp 4.0(0.32)
6608cfb 6608cfb-4.0.0.03-sccp 4.0(0.3)
6608mtp 6608mtp-4.0.0.06-sccp 4.0(0.6)
6624 6624-4.0.0.13-mgcp 4.0(0.13)
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6901-sccp
6901-sip
6911-sccp
6911-sip
6945-SCCP
6945-SIP
69xx-SCCP
69xx-SIP

78xx

7902

7905

7905

7910
7911_7906-sccp
7911_7906-sip
7912

7912

7914-sccp

7915

7916

7920-sccp
7921-sccp
7925-sccp
7926-sccp
7931-sccp
7931-sip
7935-sccp
7936-sccp

7937

7937

7940-7960
7940-7960-sccp
7941_7961-sccp
7941_7961-sip
7942 7962-sccp
7942 _7962-sip
7945 7965-sccp
7945_7965-sip
7970 _7971-sccp
7970_7971-sip
7975-sccp
7975-sip

7985

8821-sip
8831-sip
8845_65-sip
88xx-sip

6901-sccp.9-3-1-SR2-2
6901-sip.9-3-1-SR2-3
6911-sccp.9-3-1-SR2-3
6911-sip.9-3-1-SR2-4
6945-SCCP-9-4-1-3SR3
6945-SIP-9-4-1-3SR3
69xx-SCCP-9-4-1-3SR3
69xx-SIP-9-4-1-3SR3
78xx.11-7-1-17 k3
7902-8.0.2-sccp
7905-8.0.1.1-sip
7905-8.0.3-sccp
7910-5.0.7.0-sccp
7911_7906-sccp.9-4-2SR3-1
7911_7906-sip.9-4-2SR3-1
7912-8.0.1.1-sip
7912-8.0.4-sccp
7914-sccp.5-0-4
7915.1-0-4-2

7916.1-0-4-2
7920-sccp.3-0-2
7921-sccp.1-4-6-3
7925-sccp.1-4-8-4.k3
7926-sccp.1-4-8-4.k3
7931-sccp.9-4-2SR2-2
7931-sip.9-4-2SR2-2
7935-sccp.3-2-19
7936-sccp.3-3-21
7937-1-4-4-SCCP
7937-1-4-5-7-SCCP
7940-7960-8.12.00-sip
7940-7960-sccp.8-1-2SR2
7941 _7961-sccp.9-4-2SR3-1
7941_7961-sip.9-4-2SR3-1
7942_7962-sccp.9-4-2SR3-1
7942 _7962-sip.9-4-2SR3-1
7945 7965-sccp.9-4-2SR3-1
7945_7965-sip.9-4-2SR3-1
7970 _7971-sccp.9-4-2SR3-1
7970 _7971-sip.9-4-2SR3-1
7975-sccp.9-4-2SR3-1
7975-sip.9-4-2SR3-1
7985-4-1-7-0-sccp
8821-sip.11-0-3SR1-1
8831-sip.10-3-1SR2-2
8845_65-sip.11-7-1-17.k3
88xx-sip.11-7-1-17.k3

9.3(1.0)
9.3(1.0)
9.3(1.0)
9.3(1.0)
9.4(1.3)
9.4(1.3)
9.4(1.3)
9.4(1.3)
11.7(1.17)
8.0(2.0)
8.0(1.1)
8.0(3.0)
5.0(7.0)
9.4(2SR3.1)
9.4(2SR3.1)
8.0(1.1)
8.0(4.0)
5.0(4.0)
1.0(4.2)
1.0(4.2)
3.0(2.0)
1.4(6.3)
1.4(8.4)
1.4(8.4)
9.4(2SR2.2)
9.4(2SR2.2)
3.2(19.0)
3.3(21.0)
1.4(4.0)
1.4(5.7)
8.12(00.0)
8.1(2SR2.0)
9.4(2SR3.1)
9.4(2SR3.1)
9.4(2SR3.1)
9.4(2SR3.1)
9.4(2SR3.1)
9.4(2SR3.1)
9.4(2SR3.1)
9.4(2SR3.1)
9.4(2SR3.1)
9.4(2SR3.1)
4.1(7.0)
11.0(3SR1.1)
10.3(1SR2.2)
11.7(1.17)
11.7(1.17)
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894x-sccp 894x-sccp.9-4-2SR3-1
894x-sip 894x-sip.9-4-2SR3-1
8961 8961.9-4-2SR2-2
9951 9951.9-4-2SR2-2
9971 9971.9-4-2SR2-2

ata ata-3.2.4-sccp

ata187 ata187.9-2-3-1
ata190 ata190.1-2-2-003

Cisco Unity Connection RPMs

Plug-In Report

CCM Reference Build: 10.5.2.16900-10
Cisco Unity RPMs:

BuiltRPMsList

NRec-10.2.6-14289.x86_64.rpm
NRec-en-US-10.0.0-10.0.0-12059.i686-linux.rpm
NSS-6.2.7-14290.i686.rpm
Nuance-Common-10.2.7-14289.i686.rpm
Nuance-Common64-10.2.7-14289.x86_64.rpm
Nuance-NRS64-10.2.7-14289.x86_64.rpm
Nuance-OAM-10.2.7-14289.i686.rpm
cuc-10.5.2.16900-1708.i386.rpm
cuc-base-10.5.2.16900-1708.i386.rpm
cuc-bin-10.5.2.16900-1708.i386.rpm
cuc-etc-10.5.2.16900-1708.i386.rpm
cuc-install-10.5.2.16900-1708.i386.rpm
cuc-jetty-10.5.2.16900-1708.i386.rpm

cuc-languagepack-enu-10.5.2.16900-1708.i386.rpm

cuc-lib-ext-10.5.2.16900-1708.i386.rpm
cuc-lib-jar-10.5.2.16900-1708.i386.rpm
cuc-lib-s0-10.5.2.16900-1708.i386.rpm
cuc-links-10.5.2.16900-1708.i386.rpm
cuc-productid-10.5.2.16900-1708.i386.rpm
cuc-python-10.5.2.16900-1708.i386.rpm
cuc-python-site-10.5.2.16900-1708.i386.rpm
cuc-selinux-10.5.2.16900-1708.i386.rpm
cuc-share-10.5.2.16900-1708.i386.rpm
nve-api-6.0.2-14049.i686.rpm
nve-en-US-Samantha-bet1-6.0.1-13043.i686.rpm
openssl097a-0.9.7a-9.el5_4.2.i386.rpm

9.4(2SR3.1)
9.4(2SR3.1)
9.4(2SR2.2)
9.4(2SR2.2)
9.4(2SR2.2)
3.2(4.0)
9.2(3.1)
1.2(2.3)
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TZDATA file

Obtaining

cm-taps-plugin-7.0.2.0-1.i386.rpm
cm-axisqltoolkit-plugin-1.1.0.0-1.i386.rpm
cm-tsp-plugin-10.5.2.9-0.i386.rpm
cm-ctlc-plugin-6.0.0.1-1.i386.rpm
cm-jtapi-plugin-10.5.2.16119-1.i386.rpm
cm-rtmt-client-plugin-10.0.0.0-0.i386.rpm

--- --- SRR Version
platform-tzdata-2017b-1.el6.i386.rpm 2017-b

Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What's New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://'www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What's New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS version 2.0.

Cisco and the Cisco Logo are trademarks of Cisco Systems, Inc. and/or its affiliates in the U.S. and other countries. A listing of Cisco's trademarks
can be found at www.cisco.com/go/trademarks. Third party trademarks mentioned are the property of their respective owners. The use of the word
partner does not imply a partnership relationship between Cisco and any other company. (1005R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any
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