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Introduction

This is the second release for Cisco iWAN Core Function Pack release 1.1.0.  IWAN Core Function Pack Version 1.1.0
is a collection of functionalities that allow users to create, configure, and manage wide-area networks, devices,
and services via the Cisco Network Service Orchestrator (NSO).

Cisco End User License Agreement

This software is governed by the Cisco End User License Agreement available at the following URL:
http://www.cisco.com/c/en/us/td/docs/general/warranty/English/EU1KEN_.html

System Requirements

+----------------+--------------+--------------+-----------------+
| OS             | Ubuntu       | Red Hat      | CentOS          |
+----------------+--------------+--------------+-----------------+
| Minimum Server | CPU-8 Cores  | CPU-8 Cores  | CPU-8 Cores     |
|                | RAM-32GB     | RAM-32GB     | RAM-32GB        |
|                | Disk- 300GB  | Disk- 300GB  | Disk- 300GB     |
+----------------+--------------+--------------+-----------------+
| Scale Server   | CPU-32 Cores | CPU-32 Cores | CPU-32 Cores    |
|                | RAM-256GB    | RAM-256GB    | RAM-256GB       |
|                | Disk- 1TB    | Disk- 1TB    | Disk- 1TB       |
+----------------+--------------+--------------+-----------------+
| Version        | 14.04        | 7.3 (Maipo)  | 7.3.1611 (Core) |
|                | 16.10        |              |                 |
+----------------+--------------+--------------+-----------------+

Installation Guidelines

For detailed information about installing this release of IWAN Core Function Pack, see the
IWAN Core Function Pack Installation Guide Version 1.1.0 document.

Supported NSO Version: 4.4
Supported NED: cisco-ios version 5.1.0
Supported Packages:
------------------------------------
                     
NAME                 PACKAGE VERSION 
————————————————————————————————————
access               1.1.0   
branchInfra          1.0.0     
cisco-ios            5.1.0 
cisco-pnp            1.2.1     
core-fp-common       1.0.0     
id-allocator         1.3.2     
infrastructure       1.1.0   
ipaddress-allocator  1.3.2     
iwan-cfs             1.1.0   
iwan-rfs             1.1.0   
monitor              1.1.0   
nso-util             1.3.2    
pnp-manager          1.0.0     
resource-manager     1.3.2    
services             1.1.0   
tailf-nfvo           1.1.1     
template-utils       1.0.0 
------------------------------


IWAN 1.1.0 Devices and Release Versions Used during Testing

+-----------------------------------------------------------------------+
| HMC/TMC                                                               |
+-----------------------------------------------------------------------+
| Hardware   | Version                                                  |
+------------+----------------------------------------------------------+
| ASR1001    | asr1001-universalk9.03.17.02.S.156-1.S2-std.bin          |
+------------+----------------------------------------------------------+
| ASR-1001-X | asr1001x-universalk9_npe.03.16.02.S.155-3.S2-ext.SPA.bin |
|            | asr1001x-universal.03.16.05.S.155-3.S5-ext.SPA.bin       |
|            | asr1001x-universalk9.16.03.02.SPA.bin                    |
+------------+----------------------------------------------------------+
| ASR1002    | asr1000rp1-adventerprise.03.16.05.S.155-3.S5-ext.bin     |
+------------+----------------------------------------------------------+
| ISR4331    | isr4300-universalk9.03.16.04b.S.155-3.S4b-ext.SPA.bin    |
|            | isr4300-universalk9.03.17.00.S.156-1.S-std.SPA.bin       |
|            | isr4300-universalk9.16.03.02.SPA.bin                     |
+------------+----------------------------------------------------------+
| ISR4431    | isr4400-universalk9.03.16.04b.S.155-3.S4b-ext.SPA.bin    |
|            | isr4400-universalk9.03.17.00.S.156-1.S-std.SPA.bin       |
|            | isr4400-universalk9.16.03.02.SPA.bin                     |
+------------+----------------------------------------------------------+
| ISR4451    | isr4400-universalk9.03.16.04b.S.155-3.S4b-ext.SPA.bin    |
|            | isr4400-universalk9.03.17.00.S.156-1.S-std.SPA.bin       |
|            | isr4400-universalk9.16.03.02.SPA.bin                     |
+------------+----------------------------------------------------------+
| CSR1000v   | csr1000v-universalk9.03.17.00.S.156-1.S-std.qcow2        |
|            | csr1000v-universalk9.16.03.02.SPA.bin                    |
+------------+----------------------------------------------------------+

+-----------------------------------------------------------------------+
| Border Routers                                                        |
+-----------------------------------------------------------------------+
| Hardware   | Version                                                  |
+------------+----------------------------------------------------------+
| ASR1001    | asr1001-universalk9.03.17.02.S.156-1.S2-std.bin          |
+------------+----------------------------------------------------------+
| ASR-1001-X | asr1001x-universalk9_npe.03.16.02.S.155-3.S2-ext.SPA.bin |
|            | asr1001x-universal.03.16.05.S.155-3.S5-ext.SPA.bin       |
|            | asr1001x-universalk9.16.03.02.SPA.bin                    |
+------------+----------------------------------------------------------+
| ISR4331    | isr4300-universalk9.03.16.04b.S.155-3.S4b-ext.SPA.bin    |
|            | isr4300-universalk9.03.17.00.S.156-1.S-std.SPA.bin       |
|            | isr4300-universalk9.16.03.02.SPA.bin                     |
+------------+----------------------------------------------------------+
| ISR4431    | isr4400-universalk9.03.16.04b.S.155-3.S4b-ext.SPA.bin    |
|            | isr4400-universalk9.03.17.00.S.156-1.S-std.SPA.bin       |
|            | isr4400-universalk9.16.03.02.SPA.bin                     |
+------------+----------------------------------------------------------+
| ISR4451    | isr4400-universalk9.03.16.04b.S.155-3.S4b-ext.SPA.bin    |
|            | isr4400-universalk9.03.17.00.S.156-1.S-std.SPA.bin       |
|            | isr4400-universalk9.16.03.02.SPA.bin                     |
+------------+----------------------------------------------------------+
| CSR1000v   | csr1000v-universalk9.03.17.00.S.156-1.S-std.qcow2        |
|            | csr1000v-universalk9.16.03.02.SPA.bin                    |
+------------+----------------------------------------------------------+

+------------------------------------------------------------------+
| Branch Site CPE                                                  |
+------------------------------------------------------------------+
| Hardware | Version                                               |
+----------+-------------------------------------------------------+
| ISR4331  | isr4300-universalk9.03.16.04b.S.155-3.S4b-ext.SPA.bin |
|          | isr4300-universalk9.16.03.02.SPA.bin                  |
+----------+-------------------------------------------------------+
| ISR4431  | isr4400-universalk9.03.16.04b.S.155-3.S4b-ext.SPA.bin |
|          | isr4400-universalk9.16.03.02.SPA.bin                  |
+----------+-------------------------------------------------------+
| ISR4451  | isr4400-universalk9.03.16.04b.S.155-3.S4b-ext.SPA.bin |
|          | isr4400-universalk9.16.03.02.SPA.bin                  |
+----------+-------------------------------------------------------+
| CSR1000v | csr1000v-universalk9.03.17.00.S.156-1.S-std.qcow2     |
|          | csr1000v-universalk9.16.03.02.SPA.bin                 |
+----------+-------------------------------------------------------+


IWAN 1.1.0 Modules Tested
+------------------------------------------------------------------------------------------------+
| Branch Site CPE                                                                                |
+---------------------------+--------------------------------------------------------------------+
|   PID                     | Description                                                        |
+---------------------------+--------------------------------------------------------------------+
| ISR4331/K9                | Cisco ISR4431 Built-In NIM controller                              |
+---------------------------+--------------------------------------------------------------------+
| ISR4451-X/K9              | Cisco ISR4451 Built-In NIM controller                              |
+---------------------------+--------------------------------------------------------------------+
| ISR4331/K9                | Cisco ISR4331 Built-In NIM controller                              |
+---------------------------+--------------------------------------------------------------------+
| ISR4431-X-4x1GE           | Front Panel 4 ports Gigabitethernet Module                         |
+---------------------------+--------------------------------------------------------------------+
| ISR4451-X-4x1GE           | Front Panel 4 ports Gigabitethernet Module                         |
+---------------------------+--------------------------------------------------------------------+
| ISR4331-3x1GE             | Front Panel 3 ports Gigabitethernet Module                         |
+---------------------------+--------------------------------------------------------------------+
| SM-X-6X1G                 | 6-port Gigabit Ethernet, dual-mode GE/SFP, SM-X Module             |
+---------------------------+--------------------------------------------------------------------+
| NIM-2GE-CU-SFP            | 2-port Gigabit Ethernet, dual-mode GE/SFP,Network Interface Module |
+---------------------------+--------------------------------------------------------------------+
| Micron P400m-MTFDDAK200MAN| WAAS harddisk                                                      |
+---------------------------+--------------------------------------------------------------------+
| UBA2RZC200HCE1-FTC-SWD    | WAAS harddisk                                                      |
+---------------------------+--------------------------------------------------------------------+
| NIM-SSD                   | NIM SSD Module                                                     |
+---------------------------+--------------------------------------------------------------------+

Features Supported:

IWAN 2.1.1 Features 
  * WAN Transport –Upto 5 Any combination (MPLS, INET, PLR)
  * Multiple Hub Sites.
  * Overlay Routing – BGP or EIGRP
  * Single Router Branch (upto 3 transports) or Dual Router Branch (upto 5 transports)
  * OSPF or EIGRP LAN Routing
  * Branch LAN – HSRP, VLANs, DHCP Server
  * PfRv3 Path Control including Zero SLA, PLR, Probe Reduction
  * QoS
  * AVC with Asymmetric Routing Fix
  * NBAR/ Application Business Relevance
  * WAAS
  * DIA [experimental]
  * MultiVrf [experimental]
  * CPE OnBoarding via PnP
  * External PnP Server [experimental]
  * Management via FlexVPN
  * Notifications & Service Status Commands
  * HA Support
  * Demo UI

Known Issues & Workaround

+------------+----------------------------------------------------------------------------------------------+
| CSCvd52370 | Notification for WAAS- configuring APP-NAV on interface failed as interface is down          |
+------------+----------------------------------------------------------------------------------------------+
No Workaround available

+------------+----------------------------------------------------------------------------------------------+
| CSCvd74241 | NSO: Issue on the CPE/Branch side if we removed/un-configure OSPF Configuration              |
+------------+----------------------------------------------------------------------------------------------+
Workaround:
custom-template attached in CDET to push "reconnected" config for BGP

+------------+----------------------------------------------------------------------------------------------+
| CSCvd52302 | Update AVC nf-ip not working - Ned errors                                                    |
+------------+----------------------------------------------------------------------------------------------+
Workaround:
user need to execute two transactions for update. One to delete, then one to set new values

1. delete AVC in iWAN-service
admin@ncs% delete iwan-service:iwan-service <service-name> application-visibility
admin@ncs% commit
2. create AVC with updated values in iWAN-service
admin@ncs% set iwan-service:iwan-service <service-name> application-visibility monitor nf-ip <IP> nf-port <PORT>
admin@ncs% commit

+------------+----------------------------------------------------------------------------------------------+
| DE1910     | Smart license needs to activated in order to guarantee full functions                        |
+------------+----------------------------------------------------------------------------------------------+
Please ensure that your CPE devices can reach smart licensing server so that proper licenses are turned on
before deploying IWAN services.

+------------+----------------------------------------------------------------------------------------------+
| CSCvd74177 | Transaction lock while one of the CPE is being onboarded in Dual Site CPE                    |
+------------+----------------------------------------------------------------------------------------------+
No Workaround available

+------------+----------------------------------------------------------------------------------------------+
| CSCve07168 | Delete smart probe not working as expected                                                   |
+------------+----------------------------------------------------------------------------------------------+
Workaround:
custom-template attached in CDET to clean-up smart-probe configs from device

+-----------------------------------------------------------------------------------------------------------+
| With external PnP [Experimental Feature] setup, services sometimes fail to redeploy                       |
+-----------------------------------------------------------------------------------------------------------+
Workround: Please contact Cisco service for instruction.  





